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Summary

CVE CVE-2015-5263

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-09-25 21:29:00 UTC

Updated 2017-10-05 18:58:00 UTC

Description pulp-consumer-client 2.4.0 through 2.6.3 does not check the server's TLS certificate signatures when retrieving the server's public key upon registration.

Risk And Classification

Problem Types: CWE-295

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Pulpproject Pulp 2.4.0 All All All

Application Pulpproject Pulp 2.4.1 All All All

Application Pulpproject Pulp 2.4.2 All All All

Application Pulpproject Pulp 2.4.3 All All All

Application Pulpproject Pulp 2.4.4 All All All

Application Pulpproject Pulp 2.5.0 All All All

Application Pulpproject Pulp 2.5.1 All All All

Application Pulpproject Pulp 2.5.2 All All All

Application Pulpproject Pulp 2.5.3 All All All

Application Pulpproject Pulp 2.6.0 All All All

Application Pulpproject Pulp 2.6.1 All All All

Application Pulpproject Pulp 2.6.2 All All All

Application Pulpproject Pulp 2.6.3 All All All

Application Pulpproject Pulp 2.4.0 All All All

Application Pulpproject Pulp 2.4.1 All All All

Application Pulpproject Pulp 2.4.2 All All All

Application Pulpproject Pulp 2.4.3 All All All
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Application Pulpproject Pulp 2.4.3 All All All

Application Pulpproject Pulp 2.4.4 All All All

Application Pulpproject Pulp 2.5.0 All All All

Application Pulpproject Pulp 2.5.1 All All All

Application Pulpproject Pulp 2.5.2 All All All

Application Pulpproject Pulp 2.5.3 All All All

Application Pulpproject Pulp 2.6.0 All All All

Application Pulpproject Pulp 2.6.1 All All All

Application Pulpproject Pulp 2.6.2 All All All

Application Pulpproject Pulp 2.6.3 All All All

References

Reference Source Link Tags

convert consumer register to bindings · pulp/pulp@b542d74 · GitHub CONFIRM github.com Patch, Third Party Advisory

** RESERVED ** · CVE-2015-5263 MISC cve.killedkenny.io Third Party Advisory

pulp/cli.py at aa432bf58497b5e3682333b1d5f5ae4f45788a61 · pulp/pulp · GitHub CONFIRM github.com Third Party Advisory

oss-security - Pulp 2.6.4 released for CVE-2015-5263 MLIST www.openwall.com Mailing List, Third Party Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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