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CVE CVE-2015-5334
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-01-23 20:15:00 UTC
Updated 2020-01-30 15:22:00 UTC
Description Off-by-one error in the OBJ_obj2txt function in LibreSSL before 2.3.1 allows remote attackers to cause a denial of service (|

/ ]

1|

Risk And Classification

Problem Types: CWE-787

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Openbsd Libressl All All All All

Application Openbsd Libressl All All All All

Operating System Opensuse Opensuse 13.2 All All All

Operating System Opensuse Opensuse 13.2 All All All

References

Reference Source Link Tags
SecurityFocus MISC www.securityfocus.com  Broke
Qualys Security Advisory - LibreSSL Leak / Overflow ~ Packet Storm MISC packetstormsecurity.com  Explo
ftp.openbsd.org/pub/OpenBSD/LibreSSL/libressl-2.3.1-relnotes.txt MISC ftp.openbsd.org Relea
openSUSE-SU-2015:1830-1: moderate: Security update for libressl MISC lists.opensuse.org Mailin
Full Disclosure: Qualys Security Advisory - LibreSSL (CVE-2015-5333 and CVE-2015-5334) MISC seclists.org Explo
CVE Program record CVE.ORG www.cve.org canor
NVD vulnerability detail NVD nvd.nist.gov canor
a S

No vendor comments have been submitted for this CVE.
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http://packetstormsecurity.com/files/133998/Qualys-Security-Advisory-LibreSSL-Leak-Overflow.html
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http://lists.opensuse.org/opensuse-updates/2015-10/msg00050.html
http://seclists.org/fulldisclosure/2015/Oct/75
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There are currently no legacy QID mappings associated with this CVE.
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