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Summary

CVE CVE-2015-5343

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2016-04-14 14:59:00 UTC

Updated 2019-02-12 20:07:00 UTC

Description Integer overflow in util.c in mod_dav_svn in Apache Subversion 1.7.x, 1.8.x before 1.8.15, and 1.9.x before 1.9.3 allows remote authenticated users to cause a denial of service (subversion server crash or memory consumption) and possibly execute arbitrary code via a skel-encoded request body, which triggers an out-of-bounds read and heap-based buffer overflow.

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Apache Subversion All All All All

Application Apache Subversion All All All All

Application Apache Subversion All All All All

Operating System Debian Debian Linux 8.0 All All All

Operating System Debian Debian Linux 8.0 All All All

References

Reference Source

Debian -- Security Information -- DSA-3424-1 subversion DEBIAN

Apache Subversion Heap Overflow in mod_dav_svn Lets Remote Authenticated Users Execute Arbitrary Code - SecurityTracker SECTRACK

subversion.apache.org/security/CVE-2015-5343-advisory.txt CONFIRM

The Slackware Linux Project: Slackware Security Advisories SLACKWARE

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.
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