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/
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PUBLIC

secalert@redhat.com

CVE Program / NVD first with legacy fallback

2016-02-25 01:59:00 UTC

2023-12-08 16:41:00 UTC

The (1) Manager and (2) Host Manager applications in Apache Tomcat 7.x before 7.0.68, 8.x before 8.0.31, and 9.x before

Risk And Classification

1|

Problem Types: CWE-352
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Application Apache Tomcat 8.0.17 All All All
Application Apache Tomcat 8.0.18 All All All
Application Apache Tomcat 8.0.20 All All All
Application Apache Tomcat 8.0.21 All All All
Application Apache Tomcat 8.0.22 All All All
Application Apache Tomcat 8.0.23 All All All
Application Apache Tomcat 8.0.24 All All All
Application Apache Tomcat 8.0.26 All All All
Application Apache Tomcat 8.0.27 All All All
Application Apache Tomcat 8.0.28 All All All
Application Apache Tomcat 8.0.29 All All All
Application Apache Tomcat 8.0.3 All All All
Application Apache Tomcat 8.0.30 All All All
Application Apache Tomcat 9.0.0 m1 All All
Operating System Canonical Ubuntu Linux 12.04 All All All
Operating System Canonical Ubuntu Linux 14.04 All All All
Operating System Canonical Ubuntu Linux 15.10 All All All
Operating System Canonical Ubuntu Linux 16.04 All All All
Operating System Canonical Ubuntu Linux 12.04 All All All
Operating System Canonical Ubuntu Linux 14.04 All All All
Operating System Canonical Ubuntu Linux 15.10 All All All
Operating System Canonical Ubuntu Linux 16.04 All All All
Operating System Debian Debian Linux 7.0 All All All
Operating System Debian Debian Linux 8.0 All All All
Operating System Debian Debian Linux 7.0 All All All
Operating System Debian Debian Linux 8.0 All All All
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Apache Tomcat CSRF Token Leak ~ Packet Storm
[Apache-SVN] Revision 1720661

Red Hat Customer Portal

Debian -- Security Information -- DSA-3609-1 tomcat8

[Apache-SVN] Revision 1720658
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Pony Mail!

[security-announce] SUSE-SU-2016:0769-1: important: Security update for
[security-announce] SUSE-SU-2016:0822-1: important: Security update for
Oracle Critical Patch Update - October 2016

[security-announce] openSUSE-SU-2016:0865-1: important: Security update
February 2016 Apache Tomcat Vulnerabilities in NetApp Products | NetApp Product Security
Red Hat Customer Portal

Document Display | HPE Support Center

Document Display | HPE Support Center

Red Hat Customer Portal

USN-3024-1: Tomcat vulnerabilities | Ubuntu

Debian -- Security Information -- DSA-3530-1 tomcat6

Apache Tomcat CVE-2015-5351 Cross Site Request Forgery Vulnerability
Red Hat Customer Portal

[Apache-SVN] Revision 1720663

RHSA-2016:1089

Broadcom Support Portal

MySupport - Micro Focus Software Support

Bugtraqg: [SECURITY] CVE-2015-5351 Apache Tomcat CSRF token leak
Apache Tomcat® - Apache Tomcat 7 vulnerabilities

Apache Tomcat® - Apache Tomcat 8 vulnerabilities

[Apache-SVN] Revision 1720655

Apache Tomcat Bugs Let Remote Users Bypass Security Restrictions, Hijack Sessions, and Obtain Potentially Sensitive Information - Security
Apache Tomcat: Multiple vulnerabilities (GLSA 201705-09) — Gentoo Security
[Apache-SVN] Revision 1720660

Red Hat Customer Portal

Oracle Critical Patch Update - October 2017

Apache Tomcat - Apache Tomcat 8 vulnerabilities

Debian -- Security Information -- DSA-3552-1 tomcat7

[Apache-SVN] Revision 1720652

CVE Program record

NVD vulnerability detail
El | 1|

No vendor comments have been submitted for this CVE.


http://www.oracle.com/technetwork/security-advisory/cpujul2018-4258247.html
https://lists.apache.org/thread.html/r9136ff5b13e4f1941360b5a309efee2c114a14855578c3a2cbe5d19c%2540%253Cdev.tomcat.apache.org%253E
http://lists.opensuse.org/opensuse-security-announce/2016-03/msg00047.html
http://lists.opensuse.org/opensuse-security-announce/2016-03/msg00069.html
http://www.oracle.com/technetwork/security-advisory/cpuoct2016-2881722.html
http://lists.opensuse.org/opensuse-security-announce/2016-03/msg00085.html
https://security.netapp.com/advisory/ntap-20180531-0001/
https://access.redhat.com/errata/RHSA-2016:1087
https://h20566.www2.hpe.com/portal/site/hpsc/public/kb/docDisplay?docId=emr_na-c05158626
https://h20566.www2.hpe.com/portal/site/hpsc/public/kb/docDisplay?docId=emr_na-c05150442
http://rhn.redhat.com/errata/RHSA-2016-2807.html
http://www.ubuntu.com/usn/USN-3024-1
http://www.debian.org/security/2016/dsa-3530
http://www.securityfocus.com/bid/83330
http://rhn.redhat.com/errata/RHSA-2016-2599.html
http://svn.apache.org/viewvc?view=revision&revision=1720663
http://rhn.redhat.com/errata/RHSA-2016-1089.html
https://bto.bluecoat.com/security-advisory/sa118
https://softwaresupport.hpe.com/document/-/facetsearch/document/KM02978021
http://seclists.org/bugtraq/2016/Feb/148
http://tomcat.apache.org/security-7.html
http://tomcat.apache.org/security-8.html
http://svn.apache.org/viewvc?view=revision&revision=1720655
http://www.securitytracker.com/id/1035069
https://security.gentoo.org/glsa/201705-09
http://svn.apache.org/viewvc?view=revision&revision=1720660
https://access.redhat.com/errata/RHSA-2016:1088
http://www.oracle.com/technetwork/security-advisory/cpuoct2017-3236626.html
http://tomcat.apache.org/security-9.html
http://www.debian.org/security/2016/dsa-3552
http://svn.apache.org/viewvc?view=revision&revision=1720652
https://www.cve.org/CVERecord?id=CVE-2015-5351
https://nvd.nist.gov/vuln/detail/CVE-2015-5351

Legacy QID Mappings

996880 Java (Maven) Security Update for org.apache.tomcat:tomcat (GHSA-w7cg-5969-678w)
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