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CVE CVE-2015-5352
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2015-08-03 01:59:00 UTC
Updated 2022-12-13 12:15:00 UTC
Description The x11_open_helper function in channels.c in ssh in OpenSSH before 6.9, when ForwardX11Trusted mode is not used, la
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Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Openbsd Openssh All All All All

Reference Source Link
OpenSSH: Multiple vulnerabilities (GLSA 201512-04) — Gentoo Security GENTOO secu
www.openssh.com/txt/release-6.9 CONFIRM www
[SECURITY] [DLA 1500-1] openssh security update MLIST lists.¢
Red Hat Customer Portal REDHAT rhn.r
USN-2710-2: OpenSSH regression | Ubuntu UBUNTU www

OpenSSH Bug Lets Remote Authenticated Users Bypass XSECURITY Timeout Security Restrictions - SecurityTracker SECTRACK  www

openssh.git - Portable OpenSSH CONFIRM anon
OpenSSH 'x11_open_helper()' Function Security Bypass Vulnerability BID www
Oracle Linux Bulletin - April 2016 CONFIRM www
[security-announce] SUSE-SU-2015:1581-1: important: Security update for SUSE lists.t
cert-portal.siemens.com/productcert/pdf/ssa-412672.pdf CONFIRM cert-|
oss-security - Re: CVE Request: two security issues in openSSH 6.9 MLIST open

USN-2710-1: OpenSSH vulnerabilities | Ubuntu UBUNTU www
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http://rhn.redhat.com/errata/RHSA-2016-0741.html
http://www.ubuntu.com/usn/USN-2710-2
http://www.securitytracker.com/id/1032797
https://anongit.mindrot.org/openssh.git/commit/?h=V_6_9&id=1bf477d3cdf1a864646d59820878783d42357a1d
http://www.securityfocus.com/bid/75525
http://www.oracle.com/technetwork/topics/security/linuxbulletinapr2016-2952096.html
http://lists.opensuse.org/opensuse-security-announce/2015-09/msg00017.html
https://cert-portal.siemens.com/productcert/pdf/ssa-412672.pdf
http://openwall.com/lists/oss-security/2015/07/01/10
http://www.ubuntu.com/usn/USN-2710-1

CVE-2015-5352 OpenSSH Vulnerability in NetApp Products | NetApp Product Security CONFIRM secu

Oracle Solaris Bulletin - January 2016 CONFIRM www
CVE Program record CVE.ORG www
NVD vulnerability detail NVD nvd.r
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

591280 Siemens SCALANCE X-200RNA Switch Devices Denial of Service (DoS) Multiple Vulnerabilities (ICSA-22-349-21, SSA-
412672)
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