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CVE-2015-5358

Source: Mitre  Source: NIST  CVE.ORG  Print: PDF 

Certain versions of Junos from Juniper contain the following
vulnerability:

Juniper Junos OS 12.1X44 before 12.1X44-D50, 12.1X46 before
12.1X46-D35, 12.1X47 before 12.1X47-D25, 12.3 before 12.3R9,
12.3X48 before 12.3X48-D15, 13.2 before 13.2R7, 13.2X51 before
13.2X51-D35, 13.2X52 before 13.2X52-D25, 13.3 before 13.3R6,
14.1R3 before 14.1R3-S2, 14.1 before 14.1R4, 14.1X53 before

14.1X53-D12, 14.1X53 before 14.1X53-D16, 14.1X55 before 14.1X55-D25, 14.2 before
14.2R2, and 15.1 before 15.1R1 allows remote attackers to cause a denial of service (mbuf
and connection consumption and restart) via a large number of requests that trigger a TCP
connection to move to the LAST_ACK state when there is more data to send.

CVSS2 Score: 7.1 - HIGH

Access
Vector

Access
Complexity

Authentication

NETWORK MEDIUM NONE

Confidentiality
Impact

Integrity
Impact

Availability
Impact

NONE NONE COMPLETE

CVE References

Description Tags Link

Juniper Junos LAST_ACK State Transition Bug Lets Remote Users Deny
Service - SecurityTracker

www.securitytracker.com

text/html

 SECTRACK 1032842

FreeBSD LAST_ACK State Transition Bug Lets Remote Users Consume
Excessive CPU Resources on the Target System - SecurityTracker

www.securitytracker.com

text/html

 SECTRACK 1033007

ftp.netbsd.org

text/plain

 NETBSD NetBSD-SA2015-
009

CVE-2015-5358 has been assigned by  cve@mitre.org to track the vulnerability

 �

�

https://cve.report/
https://cve.report/CVE-2015-5358/mitre
https://cve.report/CVE-2015-5358/nist
https://cve.report/CVE-2015-5358/cve_org
https://cve.report/CVE-2015-5358.pdf
http://cve.report/software/juniper/junos
http://cve.report/vendor/juniper
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
http://www.securitytracker.com/id/1032842
http://www.securitytracker.com/id/1033007
https://cve.report/CVE-2015-5358/a501e4b9


NetBSD LAST_ACK State Transition Bug Lets Remote Users Deny Service -
SecurityTracker

www.securitytracker.com

text/html

 SECTRACK 1033915

Juniper Networks - 2015-07 Security Bulletin: Junos: mbuf exhaustion due to
sessions stuck in LAST_ACK state (CVE-2015-5358) - Knowledge Base

Vendor Advisory

kb.juniper.net

text/html

 CONFIRM
kb.juniper.net/InfoCenter/index?
page=content&id=JSA10686

McAfee KnowledgeBase - Intel Security - Security Bulletin: Firewall Enterprise
update resolves CVE-2015-5358 vulnerability

kc.mcafee.com

text/html

 CONFIRM
kc.mcafee.com/corporate/index?
page=content&id=SB10128

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language

Operating
System

Juniper Junos 12.1x44 All All All

Operating
System

Juniper Junos 12.1x44 d10 All All

Operating
System

Juniper Junos 12.1x44 d15 All All

Operating
System

Juniper Junos 12.1x44 d20 All All

Operating
System

Juniper Junos 12.1x44 d25 All All

Operating
System

Juniper Junos 12.1x44 d30 All All

Operating
System

Juniper Junos 12.1x44 d35 All All

Operating
System

Juniper Junos 12.1x44 d40 All All

Operating
System

Juniper Junos 12.1x44 d45 All All

Operating
System

Juniper Junos 12.1x46 All All All

Operating
System

Juniper Junos 12.1x46 d10 All All

Operating
System

Juniper Junos 12.1x46 d15 All All

Operating
System

Juniper Junos 12.1x46 d20 All All

Operating
System

Juniper Junos 12.1x46 d25 All All

Operating Juniper Junos 12.1x46 d30 All All
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Operating
System

Juniper Junos 12.1x46 d30 All All

Operating
System

Juniper Junos 12.1x47 All All All

Operating
System

Juniper Junos 12.1x47 d10 All All

Operating
System

Juniper Junos 12.1x47 d15 All All

Operating
System

Juniper Junos 12.1x47 d20 All All

Operating
System

Juniper Junos 12.3x48 All All All

Operating
System

Juniper Junos 12.3x48 d10 All All

Operating
System

Juniper Junos 12.3x48 d5 All All

Operating
System

Juniper Junos 13.2 All All All

Operating
System

Juniper Junos 13.2 r1 All All

Operating
System

Juniper Junos 13.2 r2 All All

Operating
System

Juniper Junos 13.2 r3 All All

Operating
System

Juniper Junos 13.2 r4 All All

Operating
System

Juniper Junos 13.2 r5 All All

Operating
System

Juniper Junos 13.2 r6 All All

Operating
System

Juniper Junos 13.2x51 All All All

Operating
System

Juniper Junos 13.2x51 d10 All All

Operating
System

Juniper Junos 13.2x51 d15 All All

Operating
System

Juniper Junos 13.2x51 d20 All All

Operating
System

Juniper Junos 13.2x51 d25 All All

Operating
System

Juniper Junos 13.2x51 d35 All All

Operating
System

Juniper Junos 13.2x52 All All All

Operating
System

Juniper Junos 13.2x52 d10 All All

Operating Juniper Junos 13.2x52 d15 All All
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Operating
System

Juniper Junos 13.2x52 d15 All All

Operating
System

Juniper Junos 13.2x52 d20 All All

Operating
System

Juniper Junos 13.2x52 d5 All All

Operating
System

Juniper Junos 13.3 All All All

Operating
System

Juniper Junos 13.3 r1 All All

Operating
System

Juniper Junos 13.3 r2 All All

Operating
System

Juniper Junos 13.3 r3 All All

Operating
System

Juniper Junos 13.3 r4 All All

Operating
System

Juniper Junos 13.3 r5 All All

Operating
System

Juniper Junos 14.1 All All All

Operating
System

Juniper Junos 14.1 r1 All All

Operating
System

Juniper Junos 14.1 r2 All All

Operating
System

Juniper Junos 14.1 r3 All All

Operating
System

Juniper Junos 14.1x53 All All All

Operating
System

Juniper Junos 14.1x55 All All All

Operating
System

Juniper Junos 14.2 All All All

Operating
System

Juniper Junos 14.2 r1 All All

Operating
System

Juniper Junos 15.1 All All All

Operating
System

Juniper Junos 12.1x44 All All All

Operating
System

Juniper Junos 12.1x44 d10 All All

Operating
System

Juniper Junos 12.1x44 d15 All All

Operating
System

Juniper Junos 12.1x44 d20 All All

Operating
System

Juniper Junos 12.1x44 d25 All All

Operating Juniper Junos 12.1x44 d30 All All
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Operating
System

Juniper Junos 12.1x44 d30 All All

Operating
System

Juniper Junos 12.1x44 d35 All All

Operating
System

Juniper Junos 12.1x44 d40 All All

Operating
System

Juniper Junos 12.1x44 d45 All All

Operating
System

Juniper Junos 12.1x46 All All All

Operating
System

Juniper Junos 12.1x46 d10 All All

Operating
System

Juniper Junos 12.1x46 d15 All All

Operating
System

Juniper Junos 12.1x46 d20 All All

Operating
System

Juniper Junos 12.1x46 d25 All All

Operating
System

Juniper Junos 12.1x46 d30 All All

Operating
System

Juniper Junos 12.1x47 All All All

Operating
System

Juniper Junos 12.1x47 d10 All All

Operating
System

Juniper Junos 12.1x47 d15 All All

Operating
System

Juniper Junos 12.1x47 d20 All All

Operating
System

Juniper Junos 12.3x48 All All All

Operating
System

Juniper Junos 12.3x48 d10 All All

Operating
System

Juniper Junos 12.3x48 d5 All All

Operating
System

Juniper Junos 13.2 All All All

Operating
System

Juniper Junos 13.2 r1 All All

Operating
System

Juniper Junos 13.2 r2 All All

Operating
System

Juniper Junos 13.2 r3 All All

Operating
System

Juniper Junos 13.2 r4 All All

Operating
System

Juniper Junos 13.2 r5 All All
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Operating
System

Juniper Junos 13.2 r6 All All

Operating
System

Juniper Junos 13.2x51 All All All

Operating
System

Juniper Junos 13.2x51 d10 All All

Operating
System

Juniper Junos 13.2x51 d15 All All

Operating
System

Juniper Junos 13.2x51 d20 All All

Operating
System

Juniper Junos 13.2x51 d25 All All

Operating
System

Juniper Junos 13.2x51 d35 All All

Operating
System

Juniper Junos 13.2x52 All All All

Operating
System

Juniper Junos 13.2x52 d10 All All

Operating
System

Juniper Junos 13.2x52 d15 All All

Operating
System

Juniper Junos 13.2x52 d20 All All

Operating
System

Juniper Junos 13.2x52 d5 All All

Operating
System

Juniper Junos 13.3 All All All

Operating
System

Juniper Junos 13.3 r1 All All

Operating
System

Juniper Junos 13.3 r2 All All

Operating
System

Juniper Junos 13.3 r3 All All

Operating
System

Juniper Junos 13.3 r4 All All

Operating
System

Juniper Junos 13.3 r5 All All

Operating
System

Juniper Junos 14.1 All All All

Operating
System

Juniper Junos 14.1 r1 All All

Operating
System

Juniper Junos 14.1 r2 All All

Operating
System

Juniper Junos 14.1 r3 All All

Operating
System

Juniper Junos 14.1x53 All All All
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Operating
System

Juniper Junos 14.1x55 All All All

Operating
System

Juniper Junos 14.2 All All All

Operating
System

Juniper Junos 14.2 r1 All All

Operating
System

Juniper Junos 15.1 All All All

cpe:2.3:o:juniper:junos:12.1x44:*:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:12.1x44:d10:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:12.1x44:d15:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:12.1x44:d20:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:12.1x44:d25:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:12.1x44:d30:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:12.1x44:d35:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:12.1x44:d40:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:12.1x44:d45:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:12.1x46:*:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:12.1x46:d10:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:12.1x46:d15:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:12.1x46:d20:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:12.1x46:d25:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:12.1x46:d30:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:12.1x47:*:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:12.1x47:d10:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:12.1x47:d15:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:12.1x47:d20:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:12.3x48:*:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:12.3x48:d10:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:12.3x48:d5:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:13.2:*:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:13.2:r1:*:*:*:*:*:*:
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cpe:2.3:o:juniper:junos:13.2:r1:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:13.2:r2:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:13.2:r3:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:13.2:r4:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:13.2:r5:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:13.2:r6:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:13.2x51:*:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:13.2x51:d10:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:13.2x51:d15:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:13.2x51:d20:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:13.2x51:d25:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:13.2x51:d35:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:13.2x52:*:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:13.2x52:d10:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:13.2x52:d15:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:13.2x52:d20:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:13.2x52:d5:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:13.3:*:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:13.3:r1:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:13.3:r2:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:13.3:r3:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:13.3:r4:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:13.3:r5:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:14.1:*:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:14.1:r1:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:14.1:r2:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:14.1:r3:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:14.1x53:*:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:14.1x55:*:*:*:*:*:*:*:



cpe:2.3:o:juniper:junos:14.2:*:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:14.2:r1:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:15.1:*:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:12.1x44:*:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:12.1x44:d10:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:12.1x44:d15:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:12.1x44:d20:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:12.1x44:d25:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:12.1x44:d30:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:12.1x44:d35:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:12.1x44:d40:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:12.1x44:d45:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:12.1x46:*:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:12.1x46:d10:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:12.1x46:d15:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:12.1x46:d20:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:12.1x46:d25:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:12.1x46:d30:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:12.1x47:*:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:12.1x47:d10:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:12.1x47:d15:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:12.1x47:d20:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:12.3x48:*:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:12.3x48:d10:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:12.3x48:d5:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:13.2:*:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:13.2:r1:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:13.2:r2:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:13.2:r3:*:*:*:*:*:*:



cpe:2.3:o:juniper:junos:13.2:r3:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:13.2:r4:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:13.2:r5:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:13.2:r6:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:13.2x51:*:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:13.2x51:d10:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:13.2x51:d15:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:13.2x51:d20:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:13.2x51:d25:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:13.2x51:d35:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:13.2x52:*:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:13.2x52:d10:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:13.2x52:d15:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:13.2x52:d20:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:13.2x52:d5:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:13.3:*:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:13.3:r1:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:13.3:r2:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:13.3:r3:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:13.3:r4:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:13.3:r5:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:14.1:*:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:14.1:r1:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:14.1:r2:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:14.1:r3:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:14.1x53:*:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:14.1x55:*:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:14.2:*:*:*:*:*:*:*:

cpe:2.3:o:juniper:junos:14.2:r1:*:*:*:*:*:*:



← Previous ID Next ID→

No vendor comments have been submitted for this CVE
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cpe:2.3:o:juniper:junos:15.1:*:*:*:*:*:*:*:

https://cve.report/CVE-2015-5357
https://cve.report/CVE-2015-5359
https://cve.report/
https://twitter.com/CVEreport
https://nitter.domain.glass/CVEreport/with_replies
https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
https://status.cve.report

	CVE-2015-5358
	CVSS2 Score: 7.1 - HIGH
	CVE References
	Known Affected Configurations (CPE V2.3)


