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CVE-2015-5363

Source: Mitre Source: NIST CVE.ORG Print: PDF %5

AVNACLAUNCNIENAD Certain versions of Junos from Juniper contain the following
’ vulnerability:

The SRX Network Security Daemon (nsd) in Juniper SRX Series
services gateways with Junos 12.1X44 before 12.1X44-D50, 12.1X46
before 12.1X46-D35, 12.1X47 before 12.1X47-D25, and 12.3X48
before 12.3X48-D15 allows remote DNS servers to cause a denial of
service (crash) via a crafted DNS response.

CVE-2015-5363 has been assigned by [ cve@mitre.org to track the vulnerability

CVSS2 Score: ~5-MEDIUM

Access Access Authentication
Vector Complexity

Low [NONE_
Confidentiality Integrity Availability
Impact Impact Impact

[ NONE | [ NONE |
CVE References

Description Tags Link

Juniper Junos SRX Network Security Daemon Bug Lets Remote Users Deny (T) SECTRACK 1032848
Service - SecurityTracker

Juniper Networks - 2015-07 Security Bulletin: Junos: SRX Network Security & CONFIRM
Daemon denial of service vulnerability (CVE-2015-5363) - Knowledge Base kb.juniper.net/InfoCenter/index?
page=content&id=JSA10692

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

Thara ara mriireanths nAa NINe AaceonnintaAd with thie M\/E


https://cve.report/
https://cve.report/CVE-2015-5363/mitre
https://cve.report/CVE-2015-5363/nist
https://cve.report/CVE-2015-5363/cve_org
https://cve.report/CVE-2015-5363.pdf
http://cve.report/software/juniper/junos
http://cve.report/vendor/juniper
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
http://www.securitytracker.com/id/1032848
http://kb.juniper.net/InfoCenter/index?page=content&id=JSA10692
mailto:%20comment@cve.report
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Known Affected Configurations (CPE V2.3)
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Hardware = [ Juniper Srx100
Hardware &= >4 Juniper Srx100
Hardware &= >4 Juniper Srx110
Hardware &= >4 Juniper Srx110
Hardware = >4 Juniper Srx1400
Hardware &= >4 Juniper Srx1400
Hardware = 4 Juniper Srx210
Hardware &= 4 Juniper Srx210
Hardware &= 4 Juniper Srx220
Hardware = 4 Juniper Srx220
Hardware &= 4 Juniper Srx240
Hardware &= = Juniper Srx240
Hardware o = Juniper Srx3400
Hardware &= = Juniper Srx3400
Hardware &= = Juniper Srx3600
Hardware o A Juniper Srx3600
Hardware &= = Juniper Srx5400
Hardware 5 = Juniper Srx5400
Hardware &= = Juniper Srx550
Hardware 5 = Juniper Srx550
Hardware & = Juniper Srx5600
Hardware &= 4 Juniper Srx5600
Hardware &= 4 Juniper Srx5800
Hardware = = Juniper Srx5800
Hardware = = Juniper Srx650
Hardware = = Juniper Srx650
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dkkukkkuk.

cpe:2.3:0:juniper:junos:12.1x46:d25:*:*:*:*:*::

dkkak Lk kak.

cpe:2.3:0:juniper:junos:12.1x46:d30:*:*:*:*:*::

dkkakkkakak.

cpe:2.3:0:juniper:junos:12.1x47: " x>

dkk Lk kukak.

cpe:2.3:0:juniper:junos:12.1x47:d10: "

dkakkakkuk.

cpe:2.3:0:juniper:junos:12.1x47:d20:*:*:*:

dk Lk ak Lk akakak.

cpe:2.3:0:juniper:junos:12.3x48:*:*****:*:

dk Lk k Lk ukak.

cpe:2.3:0:juniper:junos:12.3x48:d10:*:*:**:*::

KKk kLR k.

cpe:2.3:0:juniper:junos:12.3x48:d5:*:*:***:*:

dkukk ok akak.

cpe:2.3:0:juniper:;junos:12.1x44:d10: " :*:

dkakk Lk akak.

cpe:2.3:0:juniper:;junos:12.1x44:d15:*:* " :*:

dkak kR akak.

cpe:2.3:0:juniper:junos:12.1x44:d20:*:*:*:**:*:

dkak kR akak.

cpe:2.3:0:juniper:;junos:12.1x44:d25:*:**:**:*:

Wk Rk ok ak k.

cpe:2.3:0:juniper:junos:12.1x44:d35:*:**:**:*:

dkak kR akak.

cpe:2.3:0:juniper:junos:12.1x44:d40:*:**:**:*:

dkak kR akak.

cpe:2.3:0:juniper:junos:12.1x44:d45:** "

dkakakakakakak.

cpe:2.3:0:juniper:junos:12.1x46: > * " :*:



dkakukkukak.

cpe:2.3:0:juniper:junos:12.3x48:d10:™:":*:*:*::

kKK kKK,

cpe:2.3:0:juniper:junos:12.3x48:d5:*: "

e_akakuk kKKK,

cpe:2.3:h:juniper:srx110:- "

e ek koK kKoK Lk,

cpe:2.3:h:juniper:srx1400:-*: ™

ek kKooK Lk,

cpe:2.3:h:juniper:srx1400:-*:* ™

e_akukuk kKKK,

cpe:2.3:h:juniper:srx210:-*

e_akukuk kKKK,

cpe:2.3:h:juniper:srx220:-:* e

e_akukuk kKKK,

cpe:2.3:h:juniper:srx220:-:** e

e_akukuk kKKK,

cpe:2.3:h:juniper:srx240:-*

e_akukuk kKKK,

cpe:2.3:h:juniper:srx240:-* e

ek kKooK Lk,

cpe:2.3:h:juniper:srx3400:-:**

ek koK Lk,

cpe:2.3:h:juniper:srx3600:-:*:*

kK ok ok ok ok Lk,

cpe:2.3:h:juniper:srx3600:-*:":* "



cpe:2.3:h:juniper:srx5800:-:*:"* 7 ™

e_ekakk kL kLk Lk,

cpe:2.3:h:juniper:srx650:-:*: "

No vendor comments have been submitted for this CVE
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