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Summary

CVE CVE-2015-5368

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2015-08-27 15:59:00 UTC

Updated 2017-09-20 01:29:00 UTC

Description The HP lt4112 LTE/HSPA+ Gobi 4G module with firmware before 12.500.00.15.1803 on EliteBook, ElitePad, Elite, ProBook, Spectre, ZBook, and mt41 Thin Client devices allows remote attackers to modify data or cause a denial of service, or execute arbitrary code, via unspecified vectors.

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Hp Elitebook 1040 G1 All All All All

Hardware Hp Elitebook 1040 G1 All All All All

Hardware Hp Elitebook 1040 G2 All All All All

Hardware Hp Elitebook 1040 G2 All All All All

Hardware Hp Elitebook 820 G1 All All All All

Hardware Hp Elitebook 820 G1 All All All All

Hardware Hp Elitebook 820 G2 All All All All

Hardware Hp Elitebook 820 G2 All All All All

Hardware Hp Elitebook 825 G2 All All All All

Hardware Hp Elitebook 825 G2 All All All All

Hardware Hp Elitebook 840 G1 All All All All

Hardware Hp Elitebook 840 G1 All All All All

Hardware Hp Elitebook 840 G2 All All All All

Hardware Hp Elitebook 840 G2 All All All All

Hardware Hp Elitebook 845 G1 All All All All

Hardware Hp Elitebook 845 G1 All All All All

Hardware Hp Elitebook 850 G1 All All All All
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Hardware Hp Elitebook 850 G1 All All All All

Hardware Hp Elitebook 850 G1 All All All All

Hardware Hp Elitebook 850 G2 All All All All

Hardware Hp Elitebook 850 G2 All All All All

Hardware Hp Elitebook 855 G1 All All All All

Hardware Hp Elitebook 855 G1 All All All All

Hardware Hp Elitebook Folio 9470m All All All All

Hardware Hp Elitebook Folio 9470m All All All All

Hardware Hp Elitebook Revolve 810 G1 All All All All

Hardware Hp Elitebook Revolve 810 G1 All All All All

Hardware Hp Elitebook Revolve 810 G2 All All All All

Hardware Hp Elitebook Revolve 810 G2 All All All All

Hardware Hp Elitepad 1000 G2 All All All All

Hardware Hp Elitepad 1000 G2 All All All All

Hardware Hp Elite X2 1010 G2 All All All All

Hardware Hp Elite X2 1010 G2 All All All All

Application Hp Hspa Gobi 4g 12.500.00.15.1802 All All All

Application Hp Hspa Gobi 4g 12.500.00.15.1802 All All All

Application Hp Hspa Gobi 4g 12.500.00.15.1802 All All All

Application Hp Lt4112 Lte 12.500.00.15.1802 All All All

Application Hp Lt4112 Lte 12.500.00.15.1802 All All All

Hardware Hp Mt41 Thin Client All All All All

Hardware Hp Mt41 Thin Client All All All All

Hardware Hp Probook 430 G1 All All All All

Hardware Hp Probook 430 G1 All All All All

Hardware Hp Probook 430 G2 All All All All

Hardware Hp Probook 430 G2 All All All All

Hardware Hp Probook 440 G0 All All All All

Hardware Hp Probook 440 G0 All All All All

Hardware Hp Probook 440 G1 All All All All

Hardware Hp Probook 440 G1 All All All All

Hardware Hp Probook 440 G2 All All All All

Hardware Hp Probook 440 G2 All All All All

Hardware Hp Probook 450 G0 All All All All

Hardware Hp Probook 450 G0 All All All All

Hardware Hp Probook 450 G1 All All All All
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Hardware Hp Probook 450 G1 All All All All

Hardware Hp Probook 450 G2 All All All All

Hardware Hp Probook 450 G2 All All All All

Hardware Hp Probook 640 G1 All All All All

Hardware Hp Probook 640 G1 All All All All

Hardware Hp Probook 645 G1 All All All All

Hardware Hp Probook 645 G1 All All All All

Hardware Hp Probook 650 G1 All All All All

Hardware Hp Probook 650 G1 All All All All

Hardware Hp Probook 655 G1 All All All All

Hardware Hp Probook 655 G1 All All All All

Hardware Hp Probook X2 620 G1 All All All All

Hardware Hp Probook X2 620 G1 All All All All

Hardware Hp Spectre X2 13-smb Pro All All All All

Hardware Hp Spectre X2 13-smb Pro All All All All

Hardware Hp Zbook 14 All All All All

Hardware Hp Zbook 14 All All All All

Hardware Hp Zbook 14 G2 All All All All

Hardware Hp Zbook 14 G2 All All All All

Hardware Hp Zbook 15 All All All All

Hardware Hp Zbook 15 All All All All

Hardware Hp Zbook 15u All All All All

Hardware Hp Zbook 15u All All All All

Hardware Hp Zbook 15 G2 All All All All

Hardware Hp Zbook 15 G2 All All All All

Hardware Hp Zbook 17 G2 All All All All

Hardware Hp Zbook 17 G2 All All All All
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NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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