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CVE CVE-2015-5374
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2015-07-18 10:59:00 UTC
Updated 2018-03-23 01:29:00 UTC
Description A vulnerability has been identified in Firmware variant PROFINET 1O for EN100 Ethernet module : All versions < V1.04.01;
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Risk And Classification

Problem Types: CWE-19

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Siemens Siprotec 4 All All All All

Hardware Siemens Siprotec 4 All All All All

Hardware Siemens Siprotec Compact All All All All

Hardware Siemens Siprotec Compact All All All All

Operating System Siemens Siprotec Firmware 4.24 All All All

Operating System Siemens Siprotec Firmware 4.24 All All All
References |

Reference Source

Siemens SIPROTEC Denial-of-Service Vulnerability | ICS-CERT MISC

Siemens CONFIRM

Siemens SIPROTEC 4 and SIPROTEC Compact EN100 Ethernet Module < 4.25 - Denial of Service - Hardware dos Exploit ~EXPLOIT-DB

Siemens CONFIRM
Siemens SIPROTEC 4 and SIPROTEC Compact (Update F) | CISA MISC
Multiple Siemens SIPROTEC Products EN100 Module CVE-2015-5374 Denial of Service Vulnerability BID
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

590991 Siemens SIPROTEC Denial of Service (DoS) Vulnerability (ICSA-15-202-01) (SSA-732541)
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