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cssaomvncLraLumisucinan  Gertain versions of Roundcube Webmail from Roundcube contain the
following vulnerability:

program/steps/addressbook/photo.inc in Roundcube Webmail before
1.0.6 and 1.1.x before 1.1.2 allows remote authenticated users to read
arbitrary files via the _alt parameter when uploading a vCard.

CVE-2015-5382 has been assigned by [f] cve@mitre.org to track the vulnerability - currently rated as severity.

CVSS3 Score: [SISEMEDIUM)
Attack Attack Privileges User
Vector Complexity Required Interaction
Low [ NONE |
Scope Confidentiality Integrity Availability
Impact Impact Impact

CVSS2 Score: [4SMEDIUNM)
Access Access Authentication
Vector Complexity
Low
Confidentiality Integrity Availability
Impact Impact Impact

CVE References

| r

Description Tags Link

Potential arbitrary read through () CONFIRM github.com/roundcube/roundcubemail/issues/4817
uploaded vcard - Issue #4817 - [ Patch |

roundcube/roundcubemail - GitHub Third Party Advisory

github.com
text/html
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oss-security - Re: Re: CVE request ¢ > MLIST [oss-security] 20150707 Re: CVE request for vulnerabilities fixed in rol
for vulnerabilities fixed in Z 1.1.2and 1.0.6

roundcubemail 1.1.2 and 1.0.6 Third Party Advisory

oss-security - Re: CVE request for ¢ > MLIST [oss-security] 20150706 Re: CVE request for vulnerabilities fixed in ro

vulnerabilities fixed in m 1.1.2and 1.0.6

roundcubemail 1.1.2 and 1.0.6 Third Party Advisory
text/html

Fix security issue in contact photo ) CONFIRM

handling (#1490379) - github.com/roundcube/roundcubemail/commit/e84fafcec22e7b460db03248dc23¢

roundcube/roundcubemail@e84fafc Third Party Advisory

- GitHub
text/html

Fix security issue in contact photo Issue Tracking ) CONFIRM

handling (#1490379) - github.com/roundcube/roundcubemail/commit/6ccd4c54bcc4cb77365defabe8bb

roundcube/roundcubemail@6ccd4cs  [TEN IR

- GitHub
text/html

Updates 1.1.2 and 1.0.6 released & CONFIRM roundcube.net/news/2015/06/05/updates-1.1.2-and-1.0.6-releasec

Vendor Advisory
text/html

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

1] [

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application Roundcube Roundcube Webmail 1.1.1 All All All
Application Roundcube Roundcube Webmail 1.1.1 All All All
Application Roundcube Roundcube Webmail All All All All
Application Roundcube Webmail 1.1 All All All
Application Roundcube Webmail 1.1 beta All All
Application Roundcube Webmail 1.1 rc All All
Application Roundcube Webmail 1.1 All All All
Application Roundcube Webmail 1.1 beta All All
Application Roundcube Webmail 1.1 rc All All

cpe:2.3:a:roundcube:roundcube_webmail:1.1.1:%

cpe:2.3:a:roundcube:roundcube_webmail:1.1.1:*
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cpe:2.3:a:roundcube:webmail: 1.1
cpe:2.3:a:roundcube:webmail:1.1:beta:*:*:*:*:*:*:

cpe:2.3:a:roundcube:webmail:1.1:rc: ™"

No vendor comments have been submitted for this CVE
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