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Summary

CVE CVE-2015-5400

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2015-09-28 20:59:00 UTC

Updated 2017-09-22 01:29:00 UTC

Description Squid before 3.5.6 does not properly handle CONNECT method peer responses when configured with cache_peer, which allows remote attackers to bypass intended restrictions and gain access to a backend proxy via a CONNECT request.

Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Debian Debian Linux 7.0 All All All

Operating System Debian Debian Linux 8.0 All All All

Operating System Debian Debian Linux 7.0 All All All

Operating System Debian Debian Linux 8.0 All All All

Operating System Fedoraproject Fedora 22 All All All

Operating System Fedoraproject Fedora 22 All All All

Application Squid-cache Squid All All All All

References

Reference Source Link

www.squid-cache.org/Advisories/SQUID-2015_2.txt CONFIRM www.squid-cache.org

[security-announce] SUSE-SU-2016:2089-1: important: Security update for SUSE lists.opensuse.org

oss-security - Squid HTTP proxy CVE request MLIST www.openwall.com

oss-security - Re: Squid HTTP proxy CVE request MLIST www.openwall.com

oss-security - Re: Squid HTTP proxy CVE request MLIST www.openwall.com

Debian -- Security Information -- DSA-3327-1 squid3 DEBIAN www.debian.org

Squid CONNECT Method Peer Response Processing Flaw Lets Remote Users Bypass Security Controls - SecurityTracker SECTRACK www.securitytracker.com
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[SECURITY] Fedora 22 Update: libecap-1.0.0-1.fc22 FEDORA lists.fedoraproject.org

www.squid-cache.org/Versions/v3/3.5/changesets/squid-3.5-13856.patch CONFIRM www.squid-cache.org

[security-announce] SUSE-SU-2016:1996-1: important: Security update for SUSE lists.opensuse.org

oss-security - Re: Squid HTTP proxy CVE request MLIST www.openwall.com

www.squid-cache.org/Versions/v3/3.1/changesets/squid-3.1-10494.patch CONFIRM www.squid-cache.org

www.squid-cache.org/Versions/v3/3.4/changesets/squid-3.4-13225.patch CONFIRM www.squid-cache.org

Squid Denial of Service and Security Bypass Vulnerabilities BID www.securityfocus.com

openSUSE-SU-2016:2081-1: moderate: Security update for squid SUSE lists.opensuse.org

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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