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CVE CVE-2015-5434
State PUBLIC
Assigner hp-security-alert@hp.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2016-01-05 11:59:00 UTC
Updated 2016-11-28 19:33:00 UTC
Description HPE Networking Products, originally branded as Comware 5, Comware 7, H3C, or HP, allow remote attackers to bypass in

/ |

1|

Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Lan
Hardware Hp Jc072b Hp 12500 Main Processing Unit - All All All
Hardware Hp Jc072b Hp 12500 Main Processing Unit - All All All
Hardware Hp Jc085a Hp A12518 Switch Chassis - All All All
Hardware Hp Jc085a Hp A12518 Switch Chassis - All All All
Hardware Hp Jc086a Hp A12508 Switch Chassis - All All All
Hardware Hp Jc086a Hp A12508 Switch Chassis - All All All
Hardware Hp Jc124a Hp A9508 Switch Chassis - All All All
Hardware Hp Jc124a Hp A9508 Switch Chassis - All All All
Hardware Hp Jc124b Hp 9505 Switch Chassis - All All All
Hardware Hp Jc124b Hp 9505 Switch Chassis - All All All
Hardware Hp Jc125a Hp A9512 Switch Chassis - All All All
Hardware Hp Jc125a Hp A9512 Switch Chassis - All All All
Hardware Hp Jc125b Hp 9512 Switch Chassis - All All All
Hardware Hp Jc125b Hp 9512 Switch Chassis - All All All
Hardware Hp Jcd474a Hp A9508-v Switch Chassis - All All All
Hardware Hp Jc474a Hp A9508-v Switch Chassis - All All All
Hardware Hp Jc474b Hp 9508-v Switch Chassis - All All All
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Jc474b Hp 9508-v Switch Chassis
Jc611a Hp 10508-v Switch Chassis
Jc611a Hp 10508-v Switch Chassis
Jc612a Hp 10508 Switch Chassis
Jc612a Hp 10508 Switch Chassis
Jc613a Hp 10504 Switch Chassis
Jc613a Hp 10504 Switch Chassis
Jc652a Hp 12508 Dc Switch Chassis
Jc652a Hp 12508 Dc Switch Chassis
Jc653a Hp 12518 Dc Switch Chassis
Jc653a Hp 12518 Dc Switch Chassis
Jc654a Hp 12504 Ac Switch Chassis
Jc654a Hp 12504 Ac Switch Chassis
Jc655a Hp 12504 Dc Switch Chassis
Jc655a Hp 12504 Dc Switch Chassis
Jc748a Hp 10512 Switch Chassis

Jc748a Hp 10512 Switch Chassis

Jc808a Hp 12500 Taa Main Processing Unit

Jc808a Hp 12500 Taa Main Processing Unit

Jf430a Hp A12518 Switch Chassis
Jf430a Hp A12518 Switch Chassis
Jf430b Hp 12518 Switch Chassis
Jf430b Hp 12518 Switch Chassis
Jf430c Hp 12518 Ac Switch Chassis
Jf430c Hp 12518 Ac Switch Chassis
Jf431a Hp A12508 Switch Chassis
Jf431a Hp A12508 Switch Chassis
Jf431b Hp 12508 Switch Chassis
Jf431b Hp 12508 Switch Chassis
Jf431c Hp 12508 Ac Switch Chassis
Jf431c Hp 12508 Ac Switch Chassis
Jg296a Hp 5920af-24xg Switch
Jg296a Hp 5920af-24xg Switch
Jg353a Hp Hsr6602-g Router

Jg353a Hp Hsr6602-g Router
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Jg354a Hp Hsr6602-xg Router

Jg354a Hp Hsr6602-xg Router

Jg361a Hp Hsr6802 Router Chassis
Jg361a Hp Hsr6802 Router Chassis
Jg361b Hp Hsr6802 Router Chassis
Jg361b Hp Hsr6802 Router Chassis
Jg362a Hp Hsr6804 Router Chassis
Jg362a Hp Hsr6804 Router Chassis
Jg362b Hp Hsr6804 Router Chassis
Jg362b Hp Hsr6804 Router Chassis
Jg363a Hp Hsr6808 Router Chassis
Jg363a Hp Hsr6808 Router Chassis
Jg363b Hp Hsr6808 Router Chassis
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Jg402a Hp Msr4080 Router Chassis
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Jg403a Hp Msr4060 Router Chassis
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Jg408a Hp Msr3024 Poe Router
Jg408a Hp Msr3024 Poe Router
Jg409a Hp Msr3012 Ac Router
Jg409a Hp Msr3012 Ac Router
Jg410a Hp Msr3012 Dc Router
Jg410a Hp Msr3012 Dc Router

Jg411a Hp Msr2003 Ac Router
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Jg411a Hp Msr2003 Ac Router -
Jg412a Hp Msr4000 Mpu-100 Main Processing Unit -

Jg412a Hp Msr4000 Mpu-100 Main Processing Unit -

Jg496a Hp 10500 Type A Mpu With Comware 7.0
Jg496a Hp 10500 Type A Mpu With Comware 7.0
Jg497a Hp 12500 Mpu W/comware 7.0
Jg497a Hp 12500 Mpu W/comware 7.0
Jg497a Hp 12500 Mpu W/comware 7.0

Jg555a Hp 5920af-24xg Taa Switch -
Jg555a Hp 5920af-24xg Taa Switch -
Jg734a Hp Msr2004-24 Ac Router -
Jg734a Hp Msr2004-24 Ac Router -
Jg735a Hp Msr2004-48 Router -
Jg735a Hp Msr2004-48 Router -
Jg735a Hp Msr2004-48 Router -
Jg776a Hp Hsr6602-g Taa-compliant Router -
Jg776a Hp Hsr6602-g Taa-compliant Router -
Jg777a Hp Hsr6602-xg Taa-compliant Router -

Jg777a Hp Hsr6602-xg Taa-compliant Router -

Jg779a Hp Hsr6800 Rse-x2 Router Taa-compliant Main Processing Unit

Jg779a Hp Hsr6800 Rse-x2 Router Taa-compliant Main Processing Unit
Jg782a Hp Ff 12508e Ac Switch Chassis -
Jg782a Hp Ff 12508e Ac Switch Chassis -
Jg783a Hp Ff 12508e Dc Switch Chassis -
Jg783a Hp Ff 12508e D¢ Switch Chassis -
Jg784a Hp Ff 12518e Ac Switch Chassis -
Jg784a Hp Ff 12518e Ac Switch Chassis -
Jg785a Hp Ff 12518e Dc Switch Chassis -
Jg785a Hp Ff 12518e Dc Switch Chassis -
Jg786a Hp Flexfabric 12500 4-port 100gbe Cfp Fd -
Jg786a Hp Flexfabric 12500 4-port 100gbe Cfp Fd -
Jg787a Hp Flexfabric 12500 4-port 100gbe Cfp Fd Taa -
Jg787a Hp Flexfabric 12500 4-port 100gbe Cfp Fd Taa -
Jg788a Hp Flexfabric 12500 4-port 100gbe Cfp Fg -
Jg788a Hp Flexfabric 12500 4-port 100gbe Cfp Fg -

Jg789a Hp Flexfabric 12500 4-port 100gbe Cfp Fg Taa -
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