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CVE CVE-2015-5457
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

/ |

Risk And Classification

Published 2015-07-08 15:59:00 UTC
Updated 2018-10-09 19:57:00 UTC
Description PivotX before 2.3.11 does not validate the new file extension when renaming a file with multiple extensions, which allows re

1|

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update

Application Pivotx Pivotx All All

Edition Language

All All

References

Reference Source
SecurityFocus BUGTRAQ
PivotX 2.3.11 released - PivotX Blog CONFIRM
PivotX / Code / Diff of /branches/2.3.x/pivotx/fileupload.php CONFIRM
Session Fixation, XSS, Code Execution in PivotX 2.3.10 MISC

PivotX Cross Site Scripting, Session Fixation and Arbitrary File Upload Vulnerabilites BID

PivotX 2.3.10 Session Fixation / XSS / Code Execution = Packet Storm MISC
CVE Program record CVE.ORG
NVD vulnerability detail NVD

1]

Link
www.securityfocus.com
blog.pivotx.net
sourceforge.net
software-talk.org
www.securityfocus.com
packetstormsecurity.com
Www.cve.org

nvd.nist.gov

Tags

Exploit

Exploit
canonical

canonical, al
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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