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Summary

CVE CVE-2015-5532

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-10-23 18:29:00 UTC

Updated 2021-04-06 12:55:00 UTC

Description Multiple cross-site scripting (XSS) vulnerabilities in the Paid Memberships Pro (PMPro) plugin before 1.8.4.3 for WordPress allow remote attackers to inject arbitrary web script or HTML via the (1) s parameter to membershiplevels.php, (2) memberslist.php, or (3) orders.php in adminpages/ or the (4) edit parameter to adminpages/membershiplevels.php.

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Paidmembershipspro Paid Memberships Pro All All All All

Application Strangerstudios Paid Memberships Pro All All All All

Application Strangerstudios Paid Memberships Pro All All All All

References

Reference Source

SecurityFocus BUGTRAQ

Paid Memberships Pro 1.8.4.2 - Cross-Site Scripting (XSS) MISC

WordPress Paid Memberships Pro 1.8.4.2 Cross Site Scripting ≈ Packet Storm MISC

WordPress › Paid Memberships Pro « WordPress Plugins CONFIRM

PMPro Updates 1.8.4.3 and 1.8.4.4 | Paid Memberships Pro CONFIRM

File Not Found MISC

SECURITY PATCH: Fixes to Cross Site Scripting vulnerabilities in the … · strangerstudios/paid-memberships-pro@add03e3 · GitHub CONFIRM

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

https://cve.report/
https://cve.report/CVE-2015-5532/mitre
https://cve.report/CVE-2015-5532/nist
https://cve.report/CVE-2015-5532/cve_org
https://cve.report/CVE-2015-5532.pdf
http://cve.report/vendor/paidmembershipspro
http://cve.report/software/paidmembershipspro/paid_memberships_pro
http://cve.report/vendor/strangerstudios
http://cve.report/software/strangerstudios/paid_memberships_pro
http://cve.report/vendor/strangerstudios
http://cve.report/software/strangerstudios/paid_memberships_pro
http://www.securityfocus.com/archive/1/536057/100/0/threaded
https://wpvulndb.com/vulnerabilities/8109
http://packetstormsecurity.com/files/132812/WordPress-Paid-Memberships-Pro-1.8.4.2-Cross-Site-Scripting.html
https://wordpress.org/plugins/paid-memberships-pro/#developers
http://www.paidmembershipspro.com/2015/07/pmpro-updates-1-8-4-3-and-1-8-4-4/
https://www.htbridge.com/advisory/HTB23264
https://github.com/strangerstudios/paid-memberships-pro/commit/add03e3ed90e9163e5a46e20e6c371a87ff5a677
https://www.cve.org/CVERecord?id=CVE-2015-5532
https://nvd.nist.gov/vuln/detail/CVE-2015-5532


There are currently no legacy QID mappings associated with this CVE.
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