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CVE CVE-2015-5537
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback
Published 2015-08-03 01:59:00 UTC
Updated 2022-02-01 16:54:00 UTC

Description The SSL layer of the HTTPS service in Siemens RuggedCom ROS before 4.2.0 and ROX Il does not properly implement C
i

/ |

Risk And Classification

Problem Types: CWE-312

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Siemens  Ruggedcom Rox li Firmware - All All All
Operating System Siemens  Ruggedcom Rugged Operating System All All All All
Operating System Siemens  Ruggedcom Rugged Operating System All All All All
Operating System Siemens  Ruggedcom Rugged Operating System On Linux li - All All All
Operating System Siemens  Ruggedcom Rugged Operating System On Linux li - All All All
Reference Source
Siemens CONFIRM

Rugged Operating System (ROS) SSL 3.0 Protocol Downgrade Flaw Lets Remote Users Decrypt SSL Traffic - SecurityTracker SECTRACK

ICS-CERT Advisories | ICS-CERT MISC
CVE Program record CVE.ORG
NVD vulnerability detail NVD

4 |

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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