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CVE CVE-2015-5603
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

/ |

Risk And Classification

Published 2015-09-21 19:59:00 UTC
Updated 2018-10-09 19:57:00 UTC
Description The HipChat for JIRA plugin before 6.30.0 for Atlassian JIRA allows remote authenticated users to execute arbitrary Java ¢

1|

Problem Types: CWE-94

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update

Application Atlassian Hipchat All All

Edition

All

Language

All

References

Reference

Jira / HipChat For Jira Java Code Execution = Packet Storm

SecurityFocus

CVE-2015-5603 Atlassian HipChat for Jira Plugin Velocity Template Injection | Rapid7

JIRA and HipChat for JIRA plugin Security Advisory 2015-08-26 - Atlassian Documentation
Atlassian HipChat for Jira Plugin - Velocity Template Injection (Metasploit) - Multiple remote Exploit
JIRA and HipChat for JIRA Plugin - Velocity Template Injection - Java webapps Exploit

CVE Program record

NVD vulnerability detail

1]

Source

MISC

BUGTRAQ

MISC

CONFIRM

EXPLOIT-DB

EXPLOIT-DB

CVE.ORG

NVD

Link
packetstormsecurity.cor
www.securityfocus.com
www.rapid7.com
confluence.atlassian.coi
www.exploit-db.com
www.exploit-db.com
www.cve.org

nvd.nist.gov
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.


https://cve.report/
https://cve.report/CVE-2015-5603/mitre
https://cve.report/CVE-2015-5603/nist
https://cve.report/CVE-2015-5603/cve_org
https://cve.report/CVE-2015-5603.pdf
http://cve.report/vendor/atlassian
http://cve.report/software/atlassian/hipchat
http://packetstormsecurity.com/files/133401/Jira-HipChat-For-Jira-Java-Code-Execution.html
http://www.securityfocus.com/archive/1/536374/100/0/threaded
http://www.rapid7.com/db/modules/exploit/multi/http/jira_hipchat_template
https://confluence.atlassian.com/jira/jira-and-hipchat-for-jira-plugin-security-advisory-2015-08-26-776650785.html
https://www.exploit-db.com/exploits/38905/
https://www.exploit-db.com/exploits/38551/
https://www.cve.org/CVERecord?id=CVE-2015-5603
https://nvd.nist.gov/vuln/detail/CVE-2015-5603
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