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CVE CVE-2015-5611
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2015-07-21 21:05:00 UTC
Updated 2016-12-24 02:59:00 UTC
Description Unspecified vulnerability in Uconnect before 15.26.1, as used in certain Fiat Chrysler Automobiles (FCA) from 2013 to 201¢
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Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Fca Uconnect All All All All
Reference

Charlie Miller on Twitter: "Checked patch, looks good. Well done Chrysler! Now, back to a vulnerable version for more testing! http://t.co/RdBC
Harman-Kardon Uconnect Vulnerability | ICS-CERT

Uconnect CVE-2015-5611 Remote Privilege Escalation Vulnerability

Attempting to access Safercar.gov interactive functions

Charlie Miller on Twitter: "This update might not sound particularly important, but trust me, if you can, you really should install this one. http://t.
Attempting to access Safercar.gov interactive functions

Hackers Remotely Kill a Jeep on the Highway—With Me in It | WIRED

Unhacking the hacked Jeep® SUV | FCA North America Corporate Blog

FCA US LLC Releases Software Update to Improve Vehicle Electronic Security and Communications System Enhancements

Hackers Remotely Kill a Jeep on the Highway—With Me in It - YouTube

Charlie Miller on Twitter: "@SushiDude @nudehaberdasher there is no ota patching here, customer has to do stuff :("
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https://cve.report/
https://cve.report/CVE-2015-5611/mitre
https://cve.report/CVE-2015-5611/nist
https://cve.report/CVE-2015-5611/cve_org
https://cve.report/api/cve/CVE-2015-5611.json
https://cve.report/CVE-2015-5611.pdf
http://cve.report/vendor/fca
http://cve.report/software/fca/uconnect
https://twitter.com/0xcharlie/status/623258479730552832
https://ics-cert.us-cert.gov/advisories/ICSA-15-260-01
http://www.securityfocus.com/bid/75993
http://www-odi.nhtsa.dot.gov/acms/cs/jaxrs/download/doc/UCM483033/RCAK-15V461-4967.pdf
https://twitter.com/0xcharlie/status/623171594349842433
http://www-odi.nhtsa.dot.gov/acms/cs/jaxrs/download/doc/UCM483036/RCLRPT-15V461-9407.pdf
http://www.wired.com/2015/07/hackers-remotely-kill-jeep-highway/
http://blog.fcanorthamerica.com/2015/07/22/unhacking-the-hacked-jeep/
http://media.fcanorthamerica.com/newsrelease.do?id=16827&mid=1
https://www.youtube.com/watch?v=MK0SrxBC1xs&feature=youtu.be
https://twitter.com/0xcharlie/status/623195051296993280
https://www.cve.org/CVERecord?id=CVE-2015-5611
https://nvd.nist.gov/vuln/detail/CVE-2015-5611
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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