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Logstash 1.4.x before 1.4.5 and 1.5.x before 1.5.4 with Lumberjack output or the Logstash forwarder does not validate SSL

| 1|

Risk And Classification

Problem Types: CWE-295

NVD Known Affected Configurations (CPE 2.3)
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Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Elastic Logstash 1.4.0 All All All
Elastic Logstash 1.4.1 All All All
Elastic Logstash 1.4.2 All All All
Elastic Logstash 1.4.0 All All All
Elastic Logstash 1.4.1 All All All
Elastic Logstash 1.4.2 All All All
Elasticsearch Logstash 143 All All All
Elasticsearch Logstash 144 All All All
Elasticsearch Logstash 1.5.0 All All All
Elasticsearch Logstash 1.5.1 All All All
Elasticsearch Logstash 15.2 All All All
Elasticsearch Logstash 153 All All All
Elasticsearch Logstash 143 All All All
Elasticsearch Logstash 1.4.4 All All All
Elasticsearch Logstash 1.5.0 All All All
Elasticsearch Logstash 1.5.1 All All All
Elasticsearch Logstash 1.5.2 All All All


https://cve.report/
https://cve.report/CVE-2015-5619/mitre
https://cve.report/CVE-2015-5619/nist
https://cve.report/CVE-2015-5619/cve_org
https://cve.report/CVE-2015-5619.pdf
http://cve.report/vendor/elastic
http://cve.report/software/elastic/logstash
http://cve.report/vendor/elastic
http://cve.report/software/elastic/logstash
http://cve.report/vendor/elastic
http://cve.report/software/elastic/logstash
http://cve.report/vendor/elastic
http://cve.report/software/elastic/logstash
http://cve.report/vendor/elastic
http://cve.report/software/elastic/logstash
http://cve.report/vendor/elastic
http://cve.report/software/elastic/logstash
http://cve.report/vendor/elasticsearch
http://cve.report/software/elasticsearch/logstash
http://cve.report/vendor/elasticsearch
http://cve.report/software/elasticsearch/logstash
http://cve.report/vendor/elasticsearch
http://cve.report/software/elasticsearch/logstash
http://cve.report/vendor/elasticsearch
http://cve.report/software/elasticsearch/logstash
http://cve.report/vendor/elasticsearch
http://cve.report/software/elasticsearch/logstash
http://cve.report/vendor/elasticsearch
http://cve.report/software/elasticsearch/logstash
http://cve.report/vendor/elasticsearch
http://cve.report/software/elasticsearch/logstash
http://cve.report/vendor/elasticsearch
http://cve.report/software/elasticsearch/logstash
http://cve.report/vendor/elasticsearch
http://cve.report/software/elasticsearch/logstash
http://cve.report/vendor/elasticsearch
http://cve.report/software/elasticsearch/logstash
http://cve.report/vendor/elasticsearch
http://cve.report/software/elasticsearch/logstash

Application Elasticsearch Logstash 1.5.3 All

All All

References
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SecurityFocus BUGTRAQ
SecurityFocus BUGTRAQ
Logstash 1.5.3 Man-In-The-Middle = Packet Storm MISC
Logstash 1.5.4 and 1.4.5 released | Elastic CONFIRM

Logstash CVE-2015-5619 Man in the Middle Security Bypass Vulnerability BID
CVE Program record CVE.ORG

NVD vulnerability detail NVD

/

Link Tags
www.securityfocus.com

www.securityfocus.com

packetstormsecurity.com  Third Party Advisory, V
www.elastic.co Vendor Advisory
www.securityfocus.com  Third Party Advisory, V
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nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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