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Summary

CVE CVE-2015-5687

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2015-10-05 14:59:00 UTC

Updated 2015-10-06 23:50:00 UTC

Description system/session/drivers/cookie.php in Anchor CMS 0.9.x allows remote attackers to conduct PHP object injection attacks and execute arbitrary PHP code via a crafted serialized object in a cookie.

Risk And Classification

Problem Types: CWE-94

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Anchorcms Anchor Cms 0.9.1 All All All

Application Anchorcms Anchor Cms 0.9.2 All All All

Application Anchorcms Anchor Cms 0.9.3 All All All

Application Anchorcms Anchor Cms 0.9.3 alpha All All

Application Anchorcms Anchor Cms 0.9.3 beta All All

Application Anchorcms Anchor Cms 0.9.1 All All All

Application Anchorcms Anchor Cms 0.9.2 All All All

Application Anchorcms Anchor Cms 0.9.3 All All All

Application Anchorcms Anchor Cms 0.9.3 alpha All All

Application Anchorcms Anchor Cms 0.9.3 beta All All

References

Reference

Fix CVE-2015-5687, other security vulnerabilities (CVEs pending) by paragonie-scott · Pull Request #904 · anchorcms/anchor-cms · GitHub

Full Disclosure: AnchorCMS - PHP Object Injection (CVE-2015-5687) and More

Full Disclosure: Re: AnchorCMS - PHP Object Injection (CVE-2015-5687) and More
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NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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