
CVE-2015-5688
Published on: 09/04/2015 12:00:00 AM UTC

Last Modified on: 03/23/2021 11:26:15 PM UTC

CVE-2015-5688

Source: Mitre  Source: NIST  CVE.ORG  Print: PDF 

Certain versions of Geddy from Geddyjs contain the following
vulnerability:

Directory traversal vulnerability in lib/app/index.js in Geddy before
13.0.8 for Node.js allows remote attackers to read arbitrary files via a
..%2f (dot dot encoded slash) in the PATH_INFO to the default URI.

CVSS2 Score: 5 - MEDIUM
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CVE References

Description Tags Link

Release v13.0.8 · geddy/geddy ·
GitHub

Patch

github.com

text/html

 CONFIRM github.com/geddy/geddy/releases/tag/v13.0.8

Node Security Project | Geddy
Directory Traversal

Exploit

nodesecurity.io

text/html

 MISC nodesecurity.io/advisories/geddy-directory-traversal

OS directory traversal vulnerability ·
Issue #697 · geddy/geddy · GitHub

Exploit

Patch

github.com

text/html

 CONFIRM github.com/geddy/geddy/issues/697

Merge pull request #699 from
phanect/v13-security ·
geddy/geddy@2de63b6 · GitHub

github.com

text/html

 CONFIRM
github.com/geddy/geddy/commit/2de63b68b3aa6c08848f261ace550a37959ef231

CVE-2015-5688 has been assigned by  cve@mitre.org to track the vulnerability
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← Previous ID Next ID→

Prevent directory traversal for static
file by phanect · Pull Request #699 ·
geddy/geddy · GitHub

github.com

text/html

 CONFIRM github.com/geddy/geddy/pull/699

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

Related QID Numbers

983784 Nodejs (npm) Security Update for geddy (GHSA-333x-9vgq-v2j4)

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language

Application Geddyjs Geddy 13.0.7 All All All

Application Geddyjs Geddy 13.0.7 All All All

No vendor comments have been submitted for this CVE
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