CVE-2015-5/718

MITRE NVD CVE.ORG JSON API Print: PDF 1)

CVE CVE-2015-5718
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2015-08-12 14:59:00 UTC
Updated 2018-10-09 19:57:00 UTC
Description Stack-based buffer overflow in the handle_debug_network function in the manager in Websense Content Gateway before &
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Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Websense Content Gateway 8.0.0 All All All

Application Websense Content Gateway 8.0.0 All All All

Reference Source
Vulnerability Lab - SEC Consult MISC

Full Disclosure: SEC Consult SA-20150805-0 :: Websense Content Gateway Stack Buffer Overflow in handle_debug_network FULLDISC

SecurityFocus BUGTRAQ
v8.0.0: About Hotfix 02 for Websense Content Gateway CONFIRM
Websense Triton Content Manager 8.0.0 Build 1165 Buffer Overflow = Packet Storm MISC
Websense Content Gateway Buffer Overflow Lets Remote Authenticated Users Execute Arbitrary Code - Security Tracker SECTRACK
CVE Program record CVE.ORG
NVD vulnerability detail NVD

4 |

il

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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