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Summary

CVE CVE-2015-5721

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2016-09-03 20:59:00 UTC

Updated 2016-11-28 19:35:00 UTC

Description Malware Information Sharing Platform (MISP) before 2.3.90 allows remote attackers to conduct PHP object injection attacks via crafted serialized data, related to TemplatesController.php and populate_event_from_template_attributes.ctp.

Risk And Classification

Problem Types: CWE-94

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Misp-project Malware Information Sharing Platform All All All All

References

Reference Source

CIRCL » CVE-2015-5721 - Vulnerability in MISP (Malware Information Sharing Platform) - potential PHP Object injection vulnerability CONFIRM

Security fix: Fix to a possible PHP Object injection · MISP/MISP@415d851 · GitHub CONFIRM

Malware Information Sharing Platform CVE-2015-5721 Remote Code Execution Vulnerability BID

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.
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