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Cross-site scripting (XSS) vulnerability in the legacy theme preview implementation in wp-includes/theme.php in WordPres:

| 1|

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type

Application

Vendor Product Version Update Edition Language

Wordpress Wordpress All All All All

References

Reference Source Link

Debian -- Security Information -- DSA-3332-1 wordpress DEBIAN www.debian.o
Debian -- Security Information -- DSA-3383-1 wordpress DEBIAN www.debian.o
WordPress > WordPress 4.2.4 Security and Maintenance Release CONFIRM wordpress.org
WordPress <= 4.2.3 - Legacy Theme Preview Cross-Site Scripting (XSS) MISC wpvulndb.corr
Persistent XSS Vulnerability in WordPress Explained - Sucuri Blog MISC blog.sucuri.ne

WordPress Bugs Let Remote Users Conduct Cross-Site Scripting and SQL Injection Attacks - SecurityTracker SECTRACK www.securityt

Changeset 33549 — WordPress Trac CONFIRM core.trac.word
oss-security - Re: CVE request: WordPress 4.2.3 and earlier multiple vulnerabilities MLIST openwall.com
WordPress Prior to 4.2.4 Multiple Security Vulnerabilities BID www.securityf
Version 4.2.4 « WordPress Codex CONFIRM codex.wordpre
CVE Program record CVE.ORG WWW.Cve.org
NVD vulnerability detail NVD nvd.nist.gov
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https://cve.report/CVE-2015-5734/mitre
https://cve.report/CVE-2015-5734/nist
https://cve.report/CVE-2015-5734/cve_org
https://cve.report/api/cve/CVE-2015-5734.json
https://cve.report/CVE-2015-5734.pdf
http://cve.report/vendor/wordpress
http://cve.report/software/wordpress/wordpress
http://www.debian.org/security/2015/dsa-3332
http://www.debian.org/security/2015/dsa-3383
https://wordpress.org/news/2015/08/wordpress-4-2-4-security-and-maintenance-release/
https://wpvulndb.com/vulnerabilities/8133
https://blog.sucuri.net/2015/08/persistent-xss-vulnerability-in-wordpress-explained.html
http://www.securitytracker.com/id/1033178
https://core.trac.wordpress.org/changeset/33549
http://openwall.com/lists/oss-security/2015/08/04/7
http://www.securityfocus.com/bid/76331
https://codex.wordpress.org/Version_4.2.4
https://www.cve.org/CVERecord?id=CVE-2015-5734
https://nvd.nist.gov/vuln/detail/CVE-2015-5734

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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