VE-2015-5742

MITRE NVD CVE.ORG Print: PDF %5

CVE CVE-2015-5742
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

/ |

Risk And Classification

Published 2015-10-16 20:59:00 UTC
Updated 2018-10-09 19:57:00 UTC
Description VeeamVixProxy in Veeam Backup & Replication (B&R) before 8.0 update 3 stores local administrator credentials in log files

1|

Problem Types: CWE-200

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update

Application Veeam Backup And Replication All All

Edition Language

All All

References

Reference Source
Veeam Backup And Replication 6 / 7 / 8 Privilege Escalation = Packet Storm MISC
SecurityFocus BUGTRAQ
ush.it - a beautiful place MISC
KB2068: Release Notes for Veeam Backup & Replication 8.0 Update 3 CONFIRM
KB2180: Veeam Backup & Replication Local Privilege Escalation Vulnerability CONFIRM

Full Disclosure: Veeam Backup & Replication Local Privilege Escalation Vulnerability FULLDISC
CVE Program record CVE.ORG

NVD vulnerability detail NVD

1]

Link Tags
packetstormsecurity.com  Exploit
www.securityfocus.com

www.ush.it Exploit
www.veeam.com Vendor Advis

www.veeam.com

seclists.org Exploit
WWW.cve.org canonical
nvd.nist.gov canonical, ar

el

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.


https://cve.report/
https://cve.report/CVE-2015-5742/mitre
https://cve.report/CVE-2015-5742/nist
https://cve.report/CVE-2015-5742/cve_org
https://cve.report/CVE-2015-5742.pdf
http://cve.report/vendor/veeam
http://cve.report/software/veeam/backup_and_replication
http://packetstormsecurity.com/files/133906/Veeam-Backup-And-Replication-6-7-8-Privilege-Escalation.html
http://www.securityfocus.com/archive/1/536647/100/0/threaded
http://www.ush.it/2015/10/08/veeam-backup-replication-6-7-8-local-privilege-escalation-vulnerability/
http://www.veeam.com/kb2068
https://www.veeam.com/kb2180
http://seclists.org/fulldisclosure/2015/Oct/44
https://www.cve.org/CVERecord?id=CVE-2015-5742
https://nvd.nist.gov/vuln/detail/CVE-2015-5742
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