
CVE-2015-5798
MITRE  NVD  CVE.ORG  JSON API  Print: PDF 

Summary

CVE CVE-2015-5798

State PUBLIC

Assigner product-security@apple.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2015-09-18 10:59:00 UTC

Updated 2016-12-22 03:00:00 UTC

Description WebKit, as used in Apple iTunes before 12.3, allows man-in-the-middle attackers to execute arbitrary code or cause a denial of service (memory corruption and application crash) via vectors related to iTunes Store browsing, a different vulnerability than other WebKit CVEs listed in APPLE-SA-2015-09-16-3.

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Apple Itunes All All All All

Application Apple Safari All All All All

References

Reference

About the security content of iTunes 12.3 - Apple Support

About the security content of Safari 9 - Apple Support

Apple iTunes APPLE-SA-2015-09-16-3 Man In The Middle Multiple Memory Corruption Vulnerabilities

APPLE-SA-2015-09-30-2 Safari 9

APPLE-SA-2015-09-16-3 iTunes 12.3

Apple iTunes Bugs Let Remote Users Conduct Man-in-the-Middle Attacks to Gain Information and Execute Arbitrary Code - SecurityTracker

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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