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Summary

CVE CVE-2015-5960

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2015-08-08 00:59:00 UTC

Updated 2015-08-21 15:44:00 UTC

Description Mozilla Firefox OS before 2.2 allows physically proximate attackers to bypass the pass-code protection mechanism and access USB Mass Storage (UMS) media volumes by using the USB interface for a mount operation.

Risk And Classification

Problem Types: CWE-284

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Mozilla Firefox Os All All All All

References

Reference Source Link Tags

UMS (USB) mounting after reboot even without unlocking — Mozilla CONFIRM www.mozilla.org Vendor Advisory

Mozilla Firefox OS USB Mass Storage handling Local Security Bypass Vulnerability BID www.securityfocus.com

Access Denied CONFIRM bugzilla.mozilla.org

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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