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Summary

CVE CVE-2015-5988

State PUBLIC

Assigner cert@cert.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2015-12-31 16:59:00 UTC

Updated 2015-12-31 20:05:00 UTC

Description The web management interface on Belkin F9K1102 2 devices with firmware 2.10.17 has a blank password, which allows remote attackers to obtain administrative privileges by leveraging a LAN session.

Risk And Classification

Problem Types: CWE-255

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Belkin N600 Db Wi-fi Dual-band N Router F9k1102 2.0 All All All

Operating System Belkin N600 Db Wi-fi Dual-band N Router F9k1102 Firmware 2.10.17 All All All

Hardware Belkin N600 Db Wi-fi Dual-band N Router F9k1102 2.0 All All All

Hardware Belkin N600 Db Wi-fi Dual-band N Router F9k1102 2.0 All All All

Operating System Belkin N600 Db Wi-fi Dual-band N Router F9k1102 Firmware 2.10.17 All All All

Operating System Belkin N600 Db Wi-fi Dual-band N Router F9k1102 Firmware 2.10.17 All All All

Operating System Zyxel Gs1900-10hp Firmware All All All All

Operating System Zyxel Gs1900-10hp Firmware All All All All

References

Reference Source Link

Vulnerability Note VU#201168 - Belkin N600 DB Wireless Dual Band N+ router contains multiple vulnerabilities CERT-VN www.kb.cert.org

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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