CVE-2015-5993

MITRE NVD CVE.ORG JSON API Print: PDF 1)

CVE CVE-2015-5993
State PUBLISHED
Assigner certcc

Source Priority CVE Program / NVD first with legacy fallback

Published 2015-09-21 10:59:08 UTC
Updated 2026-05-06 22:30:45 UTC
Description Buffer overflow in form2ping.cgi on Philippine Long Distance Telephone (PLDT) SpeedSurf 504AN devices with firmware G

/ |

Risk And Classification

Primary CVSS: v2.0 7.8 from nvd@nist.gov

AV:N/AC:L/Au:N/C:N/I:N/A:C

Problem Types: CWE-119 | n/a

CVSS v2.0 Breakdown

\ccess Vector

\ccess Complexity

Low

\uthentication

Sonfidentiality

ntegrity

\vailability

Complete

AV:N/AC:L/Au:N/C:N/I:N/A:C
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NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition

Hardware Philippine Long Distance Telephone Kasda Kw58293 All All All


https://cve.report/
https://cve.report/CVE-2015-5993/mitre
https://cve.report/CVE-2015-5993/nist
https://cve.report/CVE-2015-5993/cve_org
https://cve.report/api/cve/CVE-2015-5993.json
https://cve.report/CVE-2015-5993.pdf
http://cve.report/vendor/philippine_long_distance_telephone
http://cve.report/software/philippine_long_distance_telephone/kasda_kw58293

Hardware Philippine Long Distance Telephone Kasda Kw58293 Firmware - All All

Hardware Philippine Long Distance Telephone Speedsurf 504an All All All
Operating System  Philippine Long Distance Telephone Speedsurf 504an Firmware gan9.8u26-4-tx-r6b018-hp.en All All
Kl |

Vendor Declared Affected Products

Source Vendor Product Version Platforms
CNA Na N/a affected n/a Not specified
Reference

Vulnerability Note VU#525276 - Philippine Long Distance Telephone SpeedSurf 504AN and Kasda KW58293 contain multiple vulnerabilities

CVE Program record

NVD vulnerability detail

1]

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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