
CVE-2015-6244
MITRE  NVD  CVE.ORG  JSON API  Print: PDF 

Summary

CVE CVE-2015-6244

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2015-08-24 23:59:00 UTC

Updated 2023-11-07 02:26:00 UTC

Description The dissect_zbee_secure function in epan/dissectors/packet-zbee-security.c in the ZigBee dissector in Wireshark 1.12.x before 1.12.7 improperly relies on length fields contained in packet data, which allows remote attackers to cause a denial of service (application crash) via a crafted packet.

Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Oracle Linux 7 All All All

Operating System Oracle Linux 7 All All All

Operating System Oracle Solaris 11.3 All All All

Operating System Oracle Solaris 11.3 All All All

Application Wireshark Wireshark 1.12.0 All All All

Application Wireshark Wireshark 1.12.1 All All All

Application Wireshark Wireshark 1.12.2 All All All

Application Wireshark Wireshark 1.12.3 All All All

Application Wireshark Wireshark 1.12.4 All All All

Application Wireshark Wireshark 1.12.5 All All All

Application Wireshark Wireshark 1.12.6 All All All

Application Wireshark Wireshark 1.12.0 All All All

Application Wireshark Wireshark 1.12.1 All All All

Application Wireshark Wireshark 1.12.2 All All All

Application Wireshark Wireshark 1.12.3 All All All

Application Wireshark Wireshark 1.12.4 All All All

Application Wireshark Wireshark 1.12.5 All All All
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Application Wireshark Wireshark 1.12.5 All All All

Application Wireshark Wireshark 1.12.6 All All All
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CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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