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CVE CVE-2015-6245
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2015-08-24 23:59:00 UTC
Updated 2023-11-07 02:26:00 UTC
Description epan/dissectors/packet-gsm_rlcmac.c in the GSM RLC/MAC dissector in Wireshark 1.12.x before 1.12.7 uses incorrect inte

/ |
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Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Oracle Linux 7 All All All
Operating System Oracle Linux 7 All All All
Operating System Oracle Solaris 11.3 All All All
Operating System Oracle Solaris 11.3 All All All
Application Wireshark Wireshark 1.12.0 All All All
Application Wireshark Wireshark 1.121 All All All
Application Wireshark Wireshark 1.12.2 All All All
Application Wireshark Wireshark 1.12.3 All All All
Application Wireshark Wireshark 1.12.4 All All All
Application Wireshark Wireshark 1.12.5 All All All
Application Wireshark Wireshark 1.12.6 All All All
Application Wireshark Wireshark 1.12.0 All All All
Application Wireshark Wireshark 1.12.1 All All All
Application Wireshark Wireshark 1.12.2 All All All
Application Wireshark Wireshark 1.12.3 All All All
Application Wireshark Wireshark 1.12.4 All All All
Application Wireshark Wireshark 1.12.5 All All All
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References

Reference
Wireshark GSM RLC/MAC Dissector Denial of Service Vulnerability
Access Denied

Oracle Solaris Third Party Bulletin - October 2015

Oracle Linux Bulletin - October 2015

code.wireshark Code Review - wireshark.git/commit

[SECURITY] Fedora 22 Update: wireshark-1.12.7-2.fc22
openSUSE-SU-2015:1836-1: moderate: Security update for wireshark
Wireshark - wnpa-sec-2015-25 - GSM RLC/MAC dissector infinite loop
[SECURITY] Fedora 23 Update: wireshark-1.12.7-2.fc23

Debian -- Security Information -- DSA-3367-1 wireshark
code.wireshark Code Review - wireshark.git/commit
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Wireshark Dissector Bugs Lets Remote Users Cause the Target Service to Crash - Security Tracker
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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