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AVNACMAUSICPIPIAP Certain versions of Picketlink from Picketlink contain the following
vulnerability:

The (1) Service Provider (SP) and (2) Identity Provider (IdP) in
PicketLink before 2.7.0 does not ensure that the Destination attribute in
a Response element in a SAML assertion matches the location from
which the message was received, which allows remote attackers to
have unspecified impact via unknown vectors. NOTE: this identifier
was SPLIT from CVE-2015-0277 per ADT2 due to different vulnerability types.

CVE-2015-6254 has been assigned by [f] cve@mitre.org to track the vulnerability

CVSS2 Score: [SEMEDIN] |
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CVE References

Description Tags Link

[PLINK-680] IdP and SP must validate destination in requests and & CONFIRM

responses - JBoss Issue Tracker issues.jboss.org/browse/PLINK-
680

Red Hat Customer Portal & REDHAT RHSA-2015:0848

Red Hat Customer Portal & REDHAT RHSA-2015:0846

Bug 1194832 — CVE-2015-0277 PicketLink: SP does not take Audience () CONFIRM

ronditinn nf a SAMI aceertinn intn arcniint hiinzilla readhat com/cehaw hiin fni?


https://cve.report/
https://cve.report/CVE-2015-6254/mitre
https://cve.report/CVE-2015-6254/nist
https://cve.report/CVE-2015-6254/cve_org
https://cve.report/CVE-2015-6254.pdf
http://cve.report/software/picketlink/picketlink
http://cve.report/vendor/picketlink
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
https://issues.jboss.org/browse/PLINK-680
https://web.archive.org/web/2015/http://rhn.redhat.com/errata/RHSA-2015-0848.html
https://web.archive.org/web/2015/http://rhn.redhat.com/errata/RHSA-2015-0846.html
https://bugzilla.redhat.com/show_bug.cgi?id=1194832
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id=1194832
Red Hat Customer Portal & REDHAT RHSA-2015:0847
Red Hat Customer Portal web.archive.org & REDHAT RHSA-2015:0849

Not Archived

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language

Application Picketlink Picketlink All cr5 All All

No vendor comments have been submitted for this CVE
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