VE-2015-627
Published on: 09/27/2015 12:00:00 AM UTC
Last Modified on: 03/23/2021 11:26:16 PM UTC

CVE-2015-6279

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

AVNACUAUNCNINAG Certain versions of los from Cisco contain the following vulnerability:
The IPv6 snooping functionality in the first-hop security subsystem in
m. Cisco I0S 12.2, 15.0, 15.1, 15.2, 15.3, 15.4, and 15.5 and |IOS XE
\“/'/#‘éi”/ ™ 3.2SE, 3.3SE, 3.3X0, 3.4SG, 3.5E, and 3.6E before 3.6.3E; 3.7E
before 3.7.2E; 3.9S and 3.10S before 3.10.6S; 3.11S before 3.11.4S;
SS==4
S 3.12S and 3.13S before 3.13.3S; and 3.14S before 3.14.2S allows
: remote attackers to cause a denial of service (device reload) via a
malformed ND packet with the Cryptographically Generated Address (CGA) option, aka Bug
ID CSCuo004400.

CVE-2015-6279 has been assigned by ;! psirt@cisco.com to track the vulnerability

CVSS2 Score: 7.8-HIGH |

Access Access Authentication
Vector Complexity
NETWORK LOW [ NONE |
Confidentiality Integrity Availability
Impact Impact Impact
[NoNE [NONE |
CVE References
Description Tags Link
Cisco I0S/I0S-XE IPv6 Snooping Bug (7) SECTRACK 1033647
Lets Remote Users Cause the Target
System to Crash - Security Tracker
Cisco 10S and 10S XE Software IPv6 First (@) CISCO 20150923 Cisco IOS and I0S XE Software IPv6 First
Hop Security Denial of Service Hop Security Denial of Service Vulnerabilities
Vulnerabilities
Cisco 10S and 10S XE Software IPv6 () CONFIRM
Snooping Secure Network Discovery tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-
Denial of Service Vulnerability sa-20150923-fhs/cvrf/cisco-sa-20150923-ths_cvrf.xml



https://cve.report/
https://cve.report/CVE-2015-6279/mitre
https://cve.report/CVE-2015-6279/nist
https://cve.report/CVE-2015-6279/cve_org
https://cve.report/CVE-2015-6279.pdf
http://cve.report/software/cisco/ios
http://cve.report/vendor/cisco
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
http://www.securitytracker.com/id/1033647
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20150923-fhs
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20150923-fhs/cvrf/cisco-sa-20150923-fhs_cvrf.xml

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Operating Cisco los 12.2(50)sy All All All
System

Operating Cisco los 12.2(50)sy1 All All All
System

Operating Cisco los 12.2(50)sy2 All All All
System

Operating Cisco los 12.2(50)sy3 All All All
System

Operating Cisco los 12.2(50)sy4 All All All
System

Operating Cisco los 12.2\(50\)sy All All All
System

Operating Cisco los 12.2\(50\)sy1 All All All
System

Operating Cisco los 12.2\(50\)sy2 All All All
System

Operating Cisco los 12.2\(50\)sy3 All All All
System

Operating Cisco los 12.2\(50\)sy4 All All All
System

Operating Cisco los 15.0(1)ex All All All
System

Operating Cisco los 15.0(1)sy All All All
System

Operating Cisco los 15.0(1)sy1 All All All
System

Operating Cisco los 15.0(1)sy2 All All All
System

Operating Cisco los 15.0(1)sy3 All All All
System

Operating Cisco los 15.0(1)sy4 All All All
System

Operating Cisco los 15.0(1)sy5 All All All
System

Operating Cisco los 15.0(1)sy6 All All All
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Kk koK kR k.

cpe:2.3:0:cisco:i0s:12.2(50)sy """ ™

akLk kKKK Lk,

cpe:2.3:0:cisco:ios:15.0(1)syd "

akLk kKKK Lk,

cpe:2.3:0:cisco:ios:15.0(1)sy5: "

cpe:2.3:0:cisco:ios:15.0(1)sy

ARk kKK kLK,

3.6e.0a
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AkLk kKK kK,

cpe:2.3:0:Cisco:i0s:15.0(1)sy 7" " ™

Skk Lk ak Lk akuk.

cpe:2.3:0:cisco:i0s:15.0(1)sy7a:

KKk oKk kK,

cpe:2.3:0:cisc0o:i0s:15.0(1)sy8: " ™

ARk kKRR k.

cpe:2.3:0:cisco:i0s:15.0(2)ej: " ™

Kk ok Kk kKK,

cpe:2.3:0:Cisco:i0s:15.0(2)ej 1 "™

dkuk kR ok akak.

cpe:2.3:0:cisco:i0s:15.0(2)ez:******:*:

dkak kR ok akak.

cpe:2.3:0:cisc0:i0s:15.0(2)se: 1 i *:



ARk kK kKK,

cpe:2.3:0:Cisco:i0s:15.0\(2\)ej: "™

dkak kR Rk k.

cpe:2.3:0:cisco:i0s:15.0\(2\)ej1 ™

KLk kKK kK,

cpe:2.3:0:cisco:i0s:15.0\(2\)ez:* " "

Kk ak kKKK,

cpe:2.3:0:cisco:i0s:15.0\(2\)se:

dkk kR ok akak.

cpe:2.3:0:cisco:i0s:15.0\(2\)se 1 ™

Skk ok ok Lk akak.

cpe:2.3:0:cisco:i0s:15.0\(2\)se3: i *:

Sk Lk ak kR akak.

cpe:2.3:0:cisc0:i0s:15.0\(2\)sed 1 1 :*:

akLk kKKK Lk,

cpe:2.3:0:Cisco:ios:15.1(2)sgd: """

aKLk kKKK Lk,

cpe:2.3:0:cisco:ios:15.1(2)sg5: 7 *:":*:

dkkakkakakak.

cpe:2.3:0:cisco:ios:15.1(2)sy: "

akLk kKL kKK,

cpe:2.3:0:cisco:ios:15.1(2)sy1: "

akLk kKKK Lk,

cpe:2.3:0:cisco:ios:15.1(2)sy3: "

aKLk kKK LKLk,

cpe:2.3:0:cisco:ios:15.1(2)syd



Sk Lk akakakakak.

cpe:2.3:0:Cisco:i0s:15.1(2)syda:

KLk kKK kK,

cpe:2.3:0:cisco:i0s:15.1\(1\)sy " " ™

Kk kKK kK,

cpe:2.3:0:cisco:i0s:15.1\(2\)sg:* " "

Sk ok ak kR akak,

cpe:2.3:0:Cisco:i0s:15.1\(2\)sg1: ™

akLk kKKK k.

cpe:2.3:0:cisco:ins:15.2(2)eal ™ " ™



KLk kKK kK,

cpe:2.3:0:cisco:ios:15.2(2a)e " "

KKKk kKK,

cpe:2.3:0:Cisco:i0s:15.2(3)e: " " ™

LRk kR ok akak.

cpe:2.3:0:cisco:i0s:15.2(3a)e:

KKKk kKK,

cpe:2.3:0:CisC0:i0s:15.2(4) s

dkakakakakakak.

cpe:2.3:0:cisco:ios:15.2\(2\)eat ™" "

akLk kKK LKLk,

cpe:2.3:0:cisco:ios:15.2\(3a\)e: "

dkkakkakakak.

cpe:2.3:0:cisco:ios:15.2\(3\)e:****

AKLk kKK Kk,

cpe:2.3:0:Cisco:ios:15.2\(4\)s 1 %



Kk koK kKK,

cpe:2.3:0:Cisco:i0s:15.3(2)s: " "

Kk koK kR k.

cpe:2.3:0:cisco:i0s:15.3(2)s0a: " " *:*:

rne? R:atriernting 1R R\(R\\gR*-*ekukkokok.



B L L o L R L

Kk kKK kK,

cpe:2.3:0:Cisc0:i0s:15.4(1)s ™

dk Lk ak kR ukak.

cpe:2.3:0:Cisco:i0s:15.4(1)s 1 ™

Sk kR kR akak.

cpe:2.3:0:Cisco:i0s:15.4(1)s2: *****:*:

Kk kKK kK,

cpe:2.3:0:Cisc0:i0s:15.4(2) s * "

Lk Rk kR ok ak.

cpe:2.3:0:Cisc0:i0s:15.4(2)s 1 ™

Lk Lk ak kR akak,

cpe:2.3:0:Cisc0:i0s:15.4(2)s2: * 1 *:*:

LRk ak kR akak.

cpe:2.3:0:Cisco:i0s:15.4(2)s3: * 1 " ™

Kk koK kKK,

cpe:2.3:0:Cisco:i0s:15.4(3) s "

dkkakukakakak.

cpe:2.3:0:cisco:ios:12.2\(50\)sy: """

akLk kKK kK,

cpe:2.3:0:cisco:ios:12.2\(50\)sy 1 "



Kk kKR kK,

cpe:2.3:0:cisco:i0s:15.0\(1\)ex: "

Kk kKK kK,

cpe:2.3:0:Cisc0o:i0s:15.0\(1\)sy " " ™

dkukakkakakak.

cpe:2.3:0:Cisc0o:i0s:15.0\(1\)sy 1

Sk Kk kR akak.

cpe:2.3:0:cisc0o:i0s:15.0\(1\)sy2:

Lkk kR ok akak.

cpe:2.3:0:cisc0o:i0s:15.0\(1\)sy6:*:

sk ok ak kR akak,

cpe:2.3:0:Cisco:i0s:15.0\(1\)sy 7 *

akLk kKL kKK,

cpe:2.3:0:cisco:ios:15.1\(1\)sy: """

dkkakkkakak.

cpe:2.3:0:cisco:ios:15. 1\(1\)sy 1: " ™



CPe:2.3:0:CISCO:I0S 15, T\(1\)Sy4: ™™™ "7

Skk Lk k Lk akak.

cpe:2.3:0:cisc0o:i0s:15.1\(1\)sy5:

Kk kKK kK,

cpe:2.3:0:cisco:i0s:15.1\(2\)sg:* " "

Sk Kk kR akak.

cpe:2.3:0:cisco:i0s:15.1\(2\)sg1: ™

Sk Rk kR akak.

cpe:2.3:0:cisco:ins:15.1\(2\)sg2:** 1 :*:

KKk KRRk,

cpe:2.3:0:Cisco:i0s:15.1\(2\)sy " " "

Sk Lk ak kR akak.

cpe:2.3:0:Cisco:ios:15.1\(2\)sy 1

akLk kKL kKK,

cpe:2.3:0:cisco:ios:15.2\(3a\)e: "

dk Lk akkakakak.

cpe:2.3:0:cisco:ios:15.2\(3\)e:***x

akLk kKK KLk,

cpe:2.3:0:Cisco:i0s:15.2\(4\)s1 "



dkkakkakakak.

cpe:2.3:0:cisco:ios:15.4\(2\)s: ™"

akLk kKKK Lk,

cpe:2.3:0:Cisco:ios:15.4\(2\)s1 "



Kk kKK kK,

cpe:2.3:0:Cisc0:i0s:15.4\(3\)s2: "

cpe:2.3:0:cisco:ios_xe:3.10s.0: "

Sk Lk k kR kak.

cpe:2.3:0:cisco:ios_xe:3.10s.01 ™

cpe:2.3:0:cisco:ios_xe:3.10s. 1 ™
cpe:2.3:0:cisco:ios_xe:3.10s.2: "™
cpe:2.3:0:cisco:ios_xe:3.10s.3:**:** "™
cpe:2.3:0:cisco:ios_xe:3.10s.4:* "%
cpe:2.3:0:cisco:ios_xe:3.11s.0: 1%

Kk koK kR k.

cpe:2.3:0:cisco:ios_xe:3.11s. 1 %
cpe:2.3:0:cisco:ios_xe:3.11s.2:% """
cpe:2.3:0:cisco:ios_xe:3.11s.3: %™
cpe:2.3:0:cisco:ios_xe:3.12s.0: """
cpe:2.3:0:Cisco:ios_xe:3.12s.1: """
cpe:2.3:0:Cisco:ios_xe:3.12s.2:" """
cpe:2.3:0:cisco:ios_xe:3.2se.0:
cpe:2.3:0:Cisco:ios_xe:3.2se.1:"
cpe:2.3:0:Cisco:ios_xe:3.2se.2: M
cpe:2.3:0:Cisco:ios_xe:3.2se.3:
cpe:2.3:0:cisco:ios_xe:3.3se.0:
cpe:2.3:0:cisco:ios_xe:3.3se.1:
cpe:2.3:0:cisco:ios_xe:3.3se.2:"
cpe:2.3:0:cisco:ios_xe:3.3se.3:

ARk kKKK k.

cpe:2.3:0:Cisco:ios_xe:3.3se.4:

AkLkLk kKKK,

cpe:2.3:0:cisco:ios_xe:3.3se.5:

cpe:2.3:0:cisco:ios_xe:3.3x0.0: * *x

ARk Lk akLkuk k.

cpe:2.3:0:cisco:ios_xe:3.3x0.1:

akLkak kR kK,

cpe:2.3:0:Cisco:ios_xe:3.3x0.2:*



Akakak ok akuk k.

cpe:2.3:0:cisco:ios_xe:3.4sg.0:
cpe:2.3:0:cisco:ios_xe:3.4sg.1: e
cpe:2.3:0:Cisco:ios_xe:3.4sg.2:
cpe:2.3:0:cisco:ios_xe:3.4sg.3:
cpe:2.3:0:Cisco:ios_xe:3.4sg.4:
cpe:2.3:0:Cisco:ios_xe:3.4sg.5:
cpe:2.3:0:Cisco:ios_xe:3.4sg.6:

Lk Lk ak kR akak.

cpe:2.3:0:cisco:ios_xe:3.5e.0:
cpe:2.3:0:cisco:ios_xe:3.5e.1: e
cpe:2.3:0:cisco:ios_xe:3.5e.2:

cpe:2.3:0:cisco:ios_xe:3.5e.3:

cpe:2.3:0:cisco:ios_xe:3.6e.0: "k

cpe:2.3:0:cisco:ios_xe:3.6e.1: "

cpe:2.3:0:cisco:ios_xe:3.6e.2: Mk

cpe:2.3:0:cisco:ios_xe:3.7e.0:*

cpe:2.3:0:cisco:ios_xe:3.7e.1:

cpe:2.3:0:Cisco:ios_xe:3.7e.2:

cpe:2.3:0:cisco:ios_xe:3.10s.0: %"

skukakakakakak.

cpe:2.3:0:cisco:ios_xe:3.10s.01:* " "

cpe:2.3:0:cisco:ios_xe:3.10s.1: 7 "
cpe:2.3:0:cisco:ios_xe:3.10s.2:* """
cpe:2.3:0:cisco:ios_xe:3.10s.3:% 7 *: "

cpe:2.3:0:cisco:ios_xe:3.10s.4:*:****: "

cpe:2.3:0:ciscoiios_xe:3.11s.0: "



cpe:2.3:0:cisco:ios_xe:3.11s.1: %
cpe:2.3:0:cisco:ios_xe:3.11s.2: % "%
cpe:2.3:0:cisco:ios_xe:3.118.3: "™
cpe:2.3:0:cisco:ios_xe:3.12s.0: "
cpe:2.3:0:cisco:ios_xe:3.12s. 1 ™
cpe:2.3:0:cisco:ios_xe:3.12s.2: ™
cpe:2.3:0:cisco:ios_xe:3.2se.0:
cpe:2.3:0:cisco:ios_xe:3.2se. 1
cpe:2.3:0:Cisco:ios_xe:3.2se.2:*** M
cpe:2.3:0:cisco:ios_xe:3.2se.3:***
cpe:2.3:0:cisco:ios_xe:3.3se.0:
cpe:2.3:0:cisco:ios_xe:3.3se.1:
cpe:2.3:0:cisco:ios_xe:3.3se.2:*
cpe:2.3:0:cisco:ios_xe:3.3se.3:
cpe:2.3:0:Cisco:ios_xe:3.3se.4:
cpe:2.3:0:cisco:ios_xe:3.3se.5:
cpe:2.3:0:cisco:ios_xe:3.3x0.0:
cpe:2.3:0:Cisco:ios_xe:3.3x0.1:
cpe:2.3:0:Cisco:ios_xe:3.3x0.2:%
cpe:2.3:0:cisco:ios_xe:3.4sg.0:
cpe:2.3:0:cisco:ios_xe:3.4sg.1:
cpe:2.3:0:Cisco:ios_xe:3.4sg.2:

akLk kKK kK,

cpe:2.3:0:cisco:ios_xe:3.4sg.3:

cpe:2.3:0:Cisco:ios_xe:3.4sg.4:

ARk kKK kK,

cpe:2.3:0:cisco:ios_xe:3.4sg.5:

cpe:2.3:0:Cisco:ios_xe:3.4sg.6:

dkukakkakakak.

cpe:2.3:0:cisco:ios_xe:3.5e.0:

dkkakkakakak.

cpe:2.3:0:cisco:ios_xe:3.5e.1:

Skk Lk kkakak.

coe:2.3:0:cisco:ios xe:3.5e.2:*:* ki



cpe:2.3:0:cisco:ios_xe:3.5e.3:*
cpe:2.3:0:cisco:ios_xe:3.6e.0:*** %
cpe:2.3:0:cisco:ios_xe:3.6e.0a:™ " ™
cpe:2.3:0:cisco:ios_xe:3.6e.0b: "
cpe:2.3:0:cisco:ios_xe:3.6e.1: e
cpe:2.3:0:cisco:ios_xe:3.6e.2:
cpe:2.3:0:cisco:ios_xe:3.6e.2a:***
cpe:2.3:0:cisco:ios_xe:3.7e.0: e
cpe:2.3:0:cisco:ios_xe:3.7e.1: e

cpe:2.3:0:Cisco:ios_xe:3.7e.2: ki

No vendor comments have been submitted for this CVE
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