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CVE-2015-6305

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

AVLACUAUNC CICAC Certain versions of Anyconnect Secure Mobility Client from Cisco
’ contain the following vulnerability:

Untrusted search path vulnerability in the
CMainThread::launchDownloader function in vpndownloader.exe in
Cisco AnyConnect Secure Mobility Client 2.0 through 4.1 on Windows
allows local users to gain privileges via a Trojan horse DLL in the
current working directory, as demonstrated by dbghelp.dll, aka Bug ID
CSCuv01279. NOTE: this vulnerability exists because of an incomplete fix for CVE-2015-
4211.

CVE-2015-6305 has been assigned by ;! psirt@cisco.com to track the vulnerability

CVSS2 Score: 7.2-HIGH |

Access Access Authentication
Vector Complexity
Low (NN |
Confidentiality Integrity Availability
Impact Impact Impact
CVE References
Description Tags Link
Full Disclosure: Cisco AnyConnect elevation of privileges via DLL I3 FULLDISC 20150922 Cisco AnyConnect
side loading elevation of privileges via DLL side loading
Cisco AnyConnect Secure Mobility Client for Windows Privilege (@) CISCO 20150922 Cisco AnyConnect
Escalation Vulnerability Secure Mobility Client for Windows Privilege
Escalation Vulnerability
Cisco AnyConnect Secure Mobility Client 3.1.08009 - Local | Exploit | = EXPLOIT-DB 38289
Privilege Escalation - Windows local Exploit



https://cve.report/
https://cve.report/CVE-2015-6305/mitre
https://cve.report/CVE-2015-6305/nist
https://cve.report/CVE-2015-6305/cve_org
https://cve.report/CVE-2015-6305.pdf
http://cve.report/software/cisco/anyconnect_secure_mobility_client
http://cve.report/vendor/cisco
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
http://seclists.org/fulldisclosure/2015/Sep/80
http://tools.cisco.com/security/center/viewAlert.x?alertId=41136
https://www.exploit-db.com/exploits/38289/

Proof of Concept
text/html

Cisco AnyConnect Secure Mobility Client 3.1.08009 Privilege Third Party Advisory 8 MISC
Elevation ~ Packet Storm packetstormsecurity.com/files/133876/Cisco-

AnyConnect-Secure-Mobility-Client-

3.1.08009-Privilege-Elevation.html

Cisco AnyConnect Secure Mobility Client for Windows DLL Path Third Party Advisory () SECTRACK 1033643
Error Lets Local Users Obtain System Privileges - Security Tracker

text/html

Issue 460 - google-security-research - Cisco AnyConnect Secure En (%) MISC code.google.com/p/google-
Mobility Client v3.1.08009 Elevation of Privilege - Google Security security-research/issues/detail?id=460
Research - Google Project Hosting code.google.com

text/html

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that

www.exploit-db.com

would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application Cisco Anyconnect Secure Mobility Client 2.0.0343 All All All
Application Cisco Anyconnect Secure Mobility Client 2.1.0.148 All All All
Application Cisco Anyconnect Secure Mobility Client 2.2.0133 All All All
Application Cisco Anyconnect Secure Mobility Client 2.2.0136 All All All
Application Cisco Anyconnect Secure Mobility Client 2.2.0140 All All All
Application Cisco Anyconnect Secure Mobility Client 2.3.0185 All All All
Application Cisco Anyconnect Secure Mobility Client 2.3.0254 All All All
Application Cisco Anyconnect Secure Mobility Client 2.3.1003 All All All
Application Cisco Anyconnect Secure Mobility Client 2.3.2016 All All All
Application Cisco Anyconnect Secure Mobility Client 2.4.0202 All All All
Application Cisco Anyconnect Secure Mobility Client 2.4.1012 All All All
Application Cisco Anyconnect Secure Mobility Client 2.5.0217 All All All
Application Cisco Anyconnect Secure Mobility Client 2.5.2006 All All All
Application Cisco Anyconnect Secure Mobility Client 2.5.2010 All All All
Application Cisco Anyconnect Secure Mobility Client 2.5.2011 All All All
Application Cisco Anyconnect Secure Mobility Client 2.5.2014 All All All
Application Cisco Anyconnect Secure Mobility Client 2.5.2017 All All All
Application Cisco Anyconnect Secure Mobility Client 2.5.2018 All All All
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dkkakkakakak.

cpe:2.3:a:cisco:anyconnect_secure_mobility_client:2.5.3046:*:*:*:*:*:*:*:

I

cpe:2.3:a:cisco:anyconnect_secure_mobility_client:2.5.3051 :*:*:*:**:*:*:

dk Lk ak Lk akakuk.

cpe:2.3:a:cisco:anyconnect_secure_mobility_client:2.5.3055:*:*:*:*:*:*:*:

Lk kKK kKK,

cpe:2.3:a:cisco:anyconnect_secure_mobility_client:2.5_base:*:*:*:*:*:*:*:

cpe:2.3:a:cisco:anyconnect_secure_mobility_client:3.0.0:*:*:*:*:*:*:*:

Lk Lk ak kR akuk.

cpe:2.3:a:cisco:anyconnect_secure_mobility_client:3.0.0629:*:*:*:*:*:*:*:

KLk kKKK Lk,

cpe:2.3:a:cisco:anyconnect_secure_mobility_client:3.0.09231:*:*:*:*:*:*:*:

KLk kKK kK,

cpe:2.3:a:cisco:anyconnect_secure_mobility_client:3.0.09266:*:*:*:*:*:*:*:

LRk kR ok ak k.

cpe:2.3:a:cisco:anyconnect_secure_mobility_client:3.0.1047:*:*:*:***:*:

LRk kR ok akak.

cpe:2.3:a:cisco:anyconnect_secure_mobility_client:3.0.2052::*:*:*:*:*:*:

LRk ak ok akakak.

cpe:2.3:a:cisco:anyconnect_secure_mobility_client:3.0.3054::*:*:*:*:*:*:

dkakak kR akak.

cpe:2.3:a:cisco:anyconnect_secure_mobility_client:3.0.4235::*:*:*:*:*:*:

dkak kR ok akak.

cpe:2.3:a:cisco:anyconnect_secure_mobility_client:3.0.5075::*:*:*:*:*:*:

cpe:2.3:a:cisco:anyconnect_secure_mobility_client:3.1.0:*:":*



cpe:2.3:a:cisco:anyconnect_secure_mobility_client:4.0.0:*:*:*:*:*

aKLk kLKL kKK,

cpe:2.3:a:cisco:anyconnect_secure_mobility_client:4.0.00048:*:*:*:*:*:*:*:

akLk kKK LKLk,

cpe:2.3:a:cisco:anyconnect_secure_mobility_client:4.0.00051:*:*:*:*:*:*:*:

cpe:2.3:a:cisco:anyconnect_secure_mobility_client:4.1.0:*:*:*:***::

dkakakkakakuk.

cpe:2.3:a:cisco:anyconnect_secure_mobility_client:2.0.0343:*:*:*:*:*:*:*:

LRk kR ok akak.

cpe:2.3:a:cisco:anyconnect_secure_mobility_client:2.3.0254::*:*:*:*:*:*:

dk Rk kR akak.

cpe:2.3:a:cisco:anyconnect_secure_mobility_client:2.3.1003::*:*:*:*:*:*:



dkkakkkakak.

cpe:2.3:a:cisco:anyconnect_secure_mobility_client:2.5.3046:*:*:*:*:*:*:*:

dkakakkakakak.

cpe:2.3:a:cisco:anyconnect_secure_mobility_client:2.5.3051 :*:*:*:*:*:

dkakakkakakuk.

cpe:2.3:a:cisco:anyconnect_secure_mobility_client:2.5.3055:%:*:*:*:*:*:*:

ARk LKk kLKL k,

cpe:2.3:a:cisco:anyconnect_secure_mobility_client:2.5_base:*:*:*:*:*:*:*:

cpe:2.3:a:cisco:anyconnect_secure_mobility_client:3.0.0:*:*:*:*:**::

Lk Lk k kR akuk.

cpe:2.3:a:cisco:anyconnect_secure_mobility_client:3.0.0629:*:*:*:*:*:*:*:

akk kKKK Lk,

cpe:2.3:a:cisco:anyconnect_secure_mobility_client:3.0.09231:*:*:*:*:*:*:*:

AKLk kKKK Lk,

cpe:2.3:a:cisco:anyconnect_secure_mobility_client:3.0.09266:*:*:*:*:*:*:*:

dk Lk k kR akak.

cpe:2.3:a:cisco:anyconnect_secure_mobility_client:3.0.1047:*:*:*:***:*:

LRk kR ok kak.

cpe:2.3:a:cisco:anyconnect_secure_mobility_client:3.0.2052::*:*:*:*:*:*:

LRk kR ok akak.

cpe:2.3:a:cisco:anyconnect_secure_mobility_client:3.0.3050::*:*:*:*:*:*:

LRk kR kR k.

cpe:2.3:a:cisco:anyconnect_secure_mobility_client:3.0.3054::*:*:*:*:*:*:

dkakakakakakak.

cpe:2.3:a:cisco:anyconnect_secure_mobility_client:3.0.4235::*:*:*:*:*:*:

dkak kR akakak.

cpe:2.3:a:cisco:anyconnect_secure_mobility_client:3.0.5075::*:*:*:*:*:*:

cpe:2.3:a:cisco:anyconnect_secure_mobility_client:3.1.0:*:*:*:***:*:

Kk kKK kK,

cpe:2.3:a:cisco:anyconnect_secure_mobility_client:3.1.02043:*:*:*:*:*:*:*:



cpe:2.3:0:microsoft:windows:*:*:*:* %%

No vendor comments have been submitted for this CVE
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