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Description

/

PUBLIC

psirt@cisco.com

CVE Program / NVD first with legacy fallback

2016-04-06 23:59:00 UTC

2016-12-03 03:11:00 UTC

Cisco TelePresence Server 3.1 on 7010, Mobility Services Engine (MSE) 8710, Multiparty Media 310 and 320, and Virtual |

Risk And Classification

1|

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type
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Hardware
Hardware
Hardware
Hardware
Hardware
Hardware
Hardware
Hardware
Hardware
Application
Application
Application
Application
Application

Application

Application

Vendor

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Cisco

Product

Telepresence Server 7010

Telepresence Server 7010

Telepresence Server Mse 8710

Telepresence Server Mse 8710

Telepresence Server On Multiparty Media 310
Telepresence Server On Multiparty Media 310
Telepresence Server On Multiparty Media 320
Telepresence Server On Multiparty Media 320
Telepresence Server On Virtual Machine
Telepresence Server On Virtual Machine
Telepresence Server Software

Telepresence Server Software

Telepresence Server Software

Telepresence Server Software

Telepresence Server Software

Telepresence Server Software

Telepresence Server Software

Version

3.1\(1.80\)
3.1\(1.82)
3.1\(1.95\)
3.1\(1.96))
3.1\(1.97\)
3.1\(1.98))

3.1\W\(1.80\)

Update

All
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All

All
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All
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All

All

All
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All

All

Edition

All

All

All
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All

All
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All

Language
All
All
All
All
All
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All
All

All
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Application Cisco Telepresence Server Software 3.1\\(1.82\\) Al All All
Application Cisco Telepresence Server Software 3.1\\(1.95\\\) All All All
Application Cisco Telepresence Server Software 3.1\\(1.96\\) Al All All
Application Cisco Telepresence Server Software 3. 1\W\(1.97\\) All All All
Application Cisco Telepresence Server Software 3.1\\(1.98\\)) All All All
Application Cisco Telepresence Server Software 3.1\\(1.80\\\) All All All
Application Cisco Telepresence Server Software 3.1\\(1.82\\\) All All All
Application Cisco Telepresence Server Software 3.NW(1.95\\) Al All All
Application Cisco Telepresence Server Software 3.1\\(1.96\\\) All All All
Application Cisco Telepresence Server Software 3.NW(1.97\Y) Al All All
Application Cisco Telepresence Server Software 3.1\\(1.98\\\) All All All
Operating System Dell Emc Powerscale Onefs 8.2.2 All All All
Operating System Netgear  Jr6150 Firmware All All All All
Operating System Zyxel Gs1900-10hp Firmware All All All All
Operating System Zzinc Keymouse Firmware 3.08 All All All
Reference Source
Cisco TelePresence Server Malformed STUN Packet Processing Denial of Service Vulnerability CISCO

Cisco TelePresence STUN Packet Processing Flaw Lets Remote Users Cause the Target System to Reload - SecurityTracker SECTRACK
CVE Program record CVE.ORG

NVD vulnerability detail NVD

4] |

|

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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