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Summary

CVE CVE-2015-6319

State PUBLIC

Assigner psirt@cisco.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2016-01-27 22:59:00 UTC

Updated 2016-12-07 18:19:00 UTC

Description SQL injection vulnerability in the web-based management interface on Cisco RV220W devices allows remote attackers to execute arbitrary SQL commands via a crafted header in an HTTP request, aka Bug ID CSCuv29574.

Risk And Classification

Problem Types: CWE-89

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Cisco Rv016 Multi-wan Vpn Router All All All All

Hardware Cisco Rv016 Multi-wan Vpn Router All All All All

Hardware Cisco Rv042g Dual Gigabit Wan Vpn Router All All All All

Hardware Cisco Rv042g Dual Gigabit Wan Vpn Router All All All All

Hardware Cisco Rv042 Dual Wan Vpn Router All All All All

Hardware Cisco Rv042 Dual Wan Vpn Router All All All All

Hardware Cisco Rv082 Dual Wan Vpn Router All All All All

Hardware Cisco Rv082 Dual Wan Vpn Router All All All All

Hardware Cisco Rv110w Wireless-n Vpn Firewall All All All All

Hardware Cisco Rv110w Wireless-n Vpn Firewall All All All All

Hardware Cisco Rv120w Wireless-n Vpn Firewall All All All All

Hardware Cisco Rv120w Wireless-n Vpn Firewall All All All All

Hardware Cisco Rv130w Wireless-n Multifunction Vpn Router All All All All

Hardware Cisco Rv130w Wireless-n Multifunction Vpn Router All All All All

Hardware Cisco Rv130 Vpn Router All All All All

Hardware Cisco Rv130 Vpn Router All All All All

Hardware Cisco Rv180w Wireless-n Multifunction Vpn Router All All All All
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Hardware Cisco Rv180w Wireless-n Multifunction Vpn Router All All All All

Hardware Cisco Rv180w Wireless-n Multifunction Vpn Router All All All All

Hardware Cisco Rv180 Vpn Router All All All All

Hardware Cisco Rv180 Vpn Router All All All All

Hardware Cisco Rv215w Wireless-n Vpn Router All All All All

Hardware Cisco Rv215w Wireless-n Vpn Router All All All All

Hardware Cisco Rv220w Wireless Network Security Firewall All All All All

Hardware Cisco Rv220w Wireless Network Security Firewall All All All All

Hardware Cisco Rv320 Dual Gigabit Wan Vpn Router All All All All

Hardware Cisco Rv320 Dual Gigabit Wan Vpn Router All All All All

Hardware Cisco Rv320 Dual Gigabit Wan Wf Vpn Router All All All All

Hardware Cisco Rv320 Dual Gigabit Wan Wf Vpn Router All All All All

Hardware Cisco Rv325 Dual Gigabit Wan Wf Vpn Router All All All All

Hardware Cisco Rv325 Dual Gigabit Wan Wf Vpn Router All All All All

Hardware Cisco Rv325 Dual Wan Gigabit Vpn Router All All All All

Hardware Cisco Rv325 Dual Wan Gigabit Vpn Router All All All All

Hardware Cisco Rvl200 4-port Ssl Ipsec Vpn Router All All All All

Hardware Cisco Rvl200 4-port Ssl Ipsec Vpn Router All All All All

Hardware Cisco Rvs4000 4-port Gigabit Security Router - Vpn All All All All

Hardware Cisco Rvs4000 4-port Gigabit Security Router - Vpn All All All All

Operating System Cisco Rv Series Router Firmware 1.0.0.2 All All All

Operating System Cisco Rv Series Router Firmware 1.0.0.30 All All All

Operating System Cisco Rv Series Router Firmware 1.0.1.9 All All All

Operating System Cisco Rv Series Router Firmware 1.0.2.6 All All All

Operating System Cisco Rv Series Router Firmware 1.0.3.10 All All All

Operating System Cisco Rv Series Router Firmware 1.0.4.10 All All All

Operating System Cisco Rv Series Router Firmware 1.0.4.14 All All All

Operating System Cisco Rv Series Router Firmware 1.0.5.4.\(gd\) All All All

Operating System Cisco Rv Series Router Firmware 1.0.5.4.\\\(gd\\\) All All All

Operating System Cisco Rv Series Router Firmware 1.0.5.6 All All All

Operating System Cisco Rv Series Router Firmware 1.0.5.8 All All All

Operating System Cisco Rv Series Router Firmware 1.0.6.6 All All All

Operating System Cisco Rv Series Router Firmware 1.1.0.9 All All All

Operating System Cisco Rv Series Router Firmware 1.2.0.2 All All All

Operating System Cisco Rv Series Router Firmware 1.0.0.2 All All All

Operating System Cisco Rv Series Router Firmware 1.0.0.30 All All All
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Operating System Cisco Rv Series Router Firmware 1.0.1.9 All All All

Operating System Cisco Rv Series Router Firmware 1.0.2.6 All All All

Operating System Cisco Rv Series Router Firmware 1.0.3.10 All All All

Operating System Cisco Rv Series Router Firmware 1.0.4.10 All All All

Operating System Cisco Rv Series Router Firmware 1.0.4.14 All All All

Operating System Cisco Rv Series Router Firmware 1.0.5.4.\\\(gd\\\) All All All

Operating System Cisco Rv Series Router Firmware 1.0.5.6 All All All

Operating System Cisco Rv Series Router Firmware 1.0.5.8 All All All

Operating System Cisco Rv Series Router Firmware 1.0.6.6 All All All

Operating System Cisco Rv Series Router Firmware 1.1.0.9 All All All

Operating System Cisco Rv Series Router Firmware 1.2.0.2 All All All

Hardware Cisco Wrv200 Wireless-g Vpn Router - Rangebooster All All All All

Hardware Cisco Wrv200 Wireless-g Vpn Router - Rangebooster All All All All

Hardware Cisco Wrv210 Wireless-g Vpn Router - Rangebooster All All All All

Hardware Cisco Wrv210 Wireless-g Vpn Router - Rangebooster All All All All

Hardware Cisco Wrvs4400n Wireless-n Gigabit Security Router - Vpn V2.0 All All All All

Hardware Cisco Wrvs4400n Wireless-n Gigabit Security Router - Vpn V2.0 All All All All

Operating System Sun Opensolaris snv_124 All sparc All

References

Reference

Cisco RV220W Wireless Network Security Firewall HTTP Header Processing Flaw Lets Remote Users Access the Target System - SecurityTracker

Cisco RV220W Management Authentication Bypass Vulnerability

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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