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CVE-2015-6324

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

AVNAC MAUNCNINAC Certain versions of Adaptive Security Appliance Software from Cisco

contain the following vulnerability:
«\ The DHCPV6 relay implementation in Cisco Adaptive Security
e
/

(=
\“egﬁ,-i’ ~1"  Appliance (ASA) software 9.0 before 9.0(4.37), 9.1 before 9.1(6.6), 9.2
_/ £

before 9.2(4), 9.3 before 9.3(3.5), and 9.4 before 9.4(2) allows remote
attackers to cause a denial of service (device reload) via crafted
DHCPv6 packets, aka Bug IDs CSCus56252 and CSCus57142.

CVE-2015-6324 has been assigned by ;! psirt@cisco.com to track the vulnerability

CVSS2 Score: 7.1-HIGH

Access Access Authentication
Vector Complexity
[NONE
Confidentiality Integrity Availability
Impact Impact Impact
[NONE_ [ NON |
CVE References
Description Tags Link
Cisco ASA Input Validation Flaw in DHCPv6 Relay Feature Lets Remote Third Party Advisory (T) SECTRACK 1033912
Users Cause the Target System to Crash - SecurityTracker
Cisco ASA Software DHCPv6 Relay Denial of Service Vulnerability D CISCO 20151021 Cisco ASA
Software DHCPv6 Relay Denial of
Service Vulnerability
By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.
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There are currently no QIDs associated with this CVE
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Application Cisco Adaptive Security Appliance Software 9.4.15 All All All

cpe:2.3:a:cisco:adaptive_security_appliance_software:9.0.1:*:*:***:*:*:

cpe:2.3:a:cisco:adaptive_security_appliance_software:9.0.2:*:*:*:**:*:*:

cpe:2.3:a:cisco:adaptive_security_appliance_software:9.0.3:*:*:***:*:*:

cpe:2.3:a:cisco:adaptive_security_appliance_software:9.0.3.6:*:*:*:**:*:*:

cpe:2.3:a:cisco:adaptive_security_appliance_software:9.0.3.8:*:*:*:**:*:*:

cpe:2.3:a:cisco:adaptive_security_appliance_software:9.0.4:*:*:**:*:*:*:

cpe:2.3:a:cisco:adaptive_security_appliance_software:9.0.4.1:*:*****:*:

Sk Rk kR akak.

cpe:2.3:a:cisco:adaptive_security_appliance_software:9.0.4.17:*:*:**:*:*:*:

cpe:2.3:a:cisco:adaptive_security_appliance_software:9.0.4.5:*:*:*:*:*:*:*:

cpe:2.3:a:cisco:adaptive_security_appliance_software:9.0.4.7:*: """

cpe:2.3:a:cisco:adaptive_security_appliance_software:9.1.1:%:* " ™

cpe:2.3:a:cisco:adaptive_security_appliance_software:9.1.1.4:*:*:* "

cpe:2.3:a:cisco:adaptive_security_appliance_software:9.1.2:%:*:*:**:*:*:

cpe:2.3:a:cisco:adaptive_security_appliance_software:9.1.2.8:*:*:*:*:*:*:*:

cpe:2.3:a:cisco:adaptive_security_appliance_software:9.1.3:%:":*:***:™:

cpe:2.3:a:cisco:adaptive_security_appliance_software:9.1.3.2:*:*:*:*:*:*:*:

cpe:2.3:a:cisco:adaptive_security_appliance_software:9.1.4:*:*:*:**:*:*:

cpe:2.3:a:cisco:adaptive_security_appliance_software:9.1.4.5:*:*:*:*:**:*:

cpe:2.3:a:cisco:adaptive_security_appliance_software:9.1.5:%:*:***:*:*:

dkkakkkakak.

cpe:2.3:a:cisco:adaptive_security_appliance_software:9.1.5.10:*:*:*:**:*:*:

dkkakkkakak.

cpe:2.3:a:cisco:adaptive_security_appliance_software:9.1.5.12:%:*:*:***:*:

AnAD iacnicnntadantiva eannivihs annlinnan enfhiaara:Q 4 B A RoFdockokakokax,
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cpe:2.3:a:cisco:adaptive_security_appliance_software:9.1.6:*:*:*:**:*:*:

cpe:2.3:a:cisco:adaptive_security_appliance_software:9.1.6.4:* " ™

cpe:2.3:a:cisco:adaptive_security_appliance_software:9.2.1:*:*:***:*:*:

cpe:2.3:a:cisco:adaptive_security_appliance_software:9.2.2:*:*:***:*:*:

cpe:2.3:a:cisco:adaptive_security_appliance_software:9.2.2.4:*:*:*:**:*:*:

cpe:2.3:a:cisco:adaptive_security_appliance_software:9.2.2.7:* " **:*:

cpe:2.3:a:cisco:adaptive_security_appliance_software:9.2.2.8:*:*:*:**:*:*:

cpe:2.3:a:cisco:adaptive_security_appliance_software:9.2.3:*:*:***:*:*:

cpe:2.3:a:cisco:adaptive_security_appliance_software:9.2.3.3:**:*:***:*:

cpe:2.3:a:cisco:adaptive_security_appliance_software:9.2.3.4:***:***:*:

cpe:2.3:a:cisco:adaptive_security_appliance_software:9.3.1:*:*:***:*:*:

cpe:2.3:a:cisco:adaptive_security_appliance_software:9.3.1.1:: """ ™

cpe:2.3:a:cisco:adaptive_security_appliance_software:9.3.2:%:*:*:*:*:*:*:

cpe:2.3:a:cisco:adaptive_security_appliance_software:9.3.2.2:*:*:*:":*:*:*:

cpe:2.3:a:cisco:adaptive_security_appliance_software:9.3.3:%:":*:**:*:™:

cpe:2.3:a:cisco:adaptive_security_appliance_software:9.4.1:%:*:* "™

cpe:2.3:a:cisco:adaptive_security_appliance_software:9.4.1.1:*: """

cpe:2.3:a:cisco:adaptive_security_appliance_software:9.4.1.2:*:*:*:*:*:*:*:

cpe:2.3:a:cisco:adaptive_security_appliance_software:9.4.1.3:*:*:*:":*:*:*:

cpe:2.3:a:cisco:adaptive_security_appliance_software:9.4.1.5: """

cpe:2.3:0:cisco:adaptive_security_appliance_software:9.0.1:%:*:* "

cpe:2.3:0:cisco:adaptive_security_appliance_software:9.0.2:*:*:*:*:*:*:*:

dkukakakakakak.

cpe:2.3:0:cisco:adaptive_security_appliance_software:9.0.2.10:*:*:*:*:*:*:*:

cpe:2.3:0:cisco:adaptive_security_appliance_software:9.0.3:*:*:*:**:*:*:

cpe:2.3:0:cisco:adaptive_security_appliance_software:9.0.3.6:*:*:*:*:*:*:*:

cpe:2.3:0:cisco:adaptive_security_appliance_software:9.0.3.8:*:*:*:*:*:*:*:

cpe:2.3:0:cisco:adaptive_security_appliance_software:9.0.4:*: " :*:*:



cpe:2.3:0:cisco:adaptive_security_appliance_software:9.0.4.1:*:*:*:*:**:*:

dkk Lk k Lk akuk.

cpe:2.3:0:cisco:adaptive_security_appliance_software:9.0.4.17:*:*:*:***::

dkk ok kakakuk.

cpe:2.3:0:cisco:adaptive_security_appliance_software:9.0.4.20:*:*:*:*:*:*:*:

Sk Kk kR akak.

cpe:2.3:0:cisco:adaptive_security_appliance_software:9.0.4.24:*:*:**:*:*:*:

Lk Lk ak kR akuk,

cpe:2.3:0:cisco:adaptive_security_appliance_software:9.0.4.26:*:*:**:*:*:*:

Sk Lk ak kR akak.

cpe:2.3:0:cisco:adaptive_security_appliance_software:9.0.4.33:*:*:**:*:*:*:

cpe:2.3:0:cisco:adaptive_security_appliance_software:9.0.4.5:***:***:*:

cpe:2.3:0:cisco:adaptive_security_appliance_software:9.0.4.7:*:*:*:***:*:

cpe:2.3:0:cisco:adaptive_security_appliance_software:9.1.1:*:*:***:*:*:

cpe:2.3:0:cisco:adaptive_security_appliance_software:9.1.1.4:*:****:*:*:

cpe:2.3:0:cisco:adaptive_security_appliance_software:9.1.2:*:*:***:*:*:

cpe:2.3:0:cisco:adaptive_security_appliance_software:9.1.2.8:*:**:***:*:

cpe:2.3:0:cisco:adaptive_security_appliance_software:9.1.3:*:":*:* ™

cpe:2.3:0:cisco:adaptive_security_appliance_software:9.1.3.2:*:*:*:":*:*:*:

cpe:2.3:0:cisco:adaptive_security_appliance_software:9.1.4:%:*:* "

cpe:2.3:0:cisco:adaptive_security_appliance_software:9.1.4.5:*:*:*:*:*:*:*:

cpe:2.3:0:cisco:adaptive_security_appliance_software:9.1.5:%:*:* %™

dkukakakakakak.

cpe:2.3:0:cisco:adaptive_security_appliance_software:9.1.5.21 """

cpe:2.3:0:cisco:adaptive_security_appliance_software:9.1.6:*:":*:*:*:*:*:

cpe:2.3:0:cisco:adaptive_security_appliance_software:9.1.6.4:*:*:*:*:*:*:*:

cpe:2.3:0:cisco:adaptive_security_appliance_software:9.2.1:%:*:*:**:*:*:

cpe:2.3:0:cisco:adaptive_security_appliance_software:9.2.2:*:*:*:*:*:*:*:

cpe:2.3:0:cisco:adaptive_security_appliance_software:9.2.2.4:*:*:*:*:*:*:*:

cpe:2.3:0:cisco:adaptive_security_appliance_software:9.2.2.7:*:*:*:*:**:*:



cpe:2.3:0:cisco:adaptive_security_appliance_software:9.2.2.8:*:*:*:*:*:*:*:

cpe:2.3:0:cisco:adaptive_security_appliance_software:9.2.3:*:*:***:*:*:

cpe:2.3:0:cisco:adaptive_security_appliance_software:9.2.3.3:*:* " :*:

cpe:2.3:0:cisco:adaptive_security_appliance_software:9.2.3.4:*:* " ™

cpe:2.3:0:cisco:adaptive_security_appliance_software:9.3.1:*:*:***:*:*:

cpe:2.3:0:cisco:adaptive_security_appliance_software:9.3.1.1: " ™

cpe:2.3:0:cisco:adaptive_security_appliance_software:9.3.2:*:*:***:*:*:

cpe:2.3:0:cisco:adaptive_security_appliance_software:9.3.2.2:*:*:*:***:*:

cpe:2.3:0:cisco:adaptive_security_appliance_software:9.3.3:*:*:***:*:*:

cpe:2.3:0:cisco:adaptive_security_appliance_software:9.4.1:*:*:***:*:*:

cpe:2.3:0:cisco:adaptive_security_appliance_software:9.4.1.1:*:* " "

cpe:2.3:0:cisco:adaptive_security_appliance_software:9.4.1.2:***:***:*:

cpe:2.3:0:cisco:adaptive_security_appliance_software:9.4.1.3:***:***:*:

cpe:2.3:0:cisco:adaptive_security_appliance_software:9.4.1.5:*:*:*:*:*:*:*:

cpe:2.3:a:cisco:adaptive_security_appliance_software:9.0.1:%:*:* ™

cpe:2.3:a:cisco:adaptive_security_appliance_software:9.0.2:%:*:*:*:*:*:*:

cpe:2.3:a:cisco:adaptive_security_appliance_software:9.0.3:%:*:*:*:*:*:™:

cpe:2.3:a:cisco:adaptive_security_appliance_software:9.0.3.6:*:*:*:":*:*:*:

cpe:2.3:a:cisco:adaptive_security_appliance_software:9.0.3.8:*:*:*:*:*:*:*:

cpe:2.3:a:cisco:adaptive_security_appliance_software:9.0.4:*:*:*:*:*:*:*:

cpe:2.3:a:cisco:adaptive_security_appliance_software:9.0.4.1:*:*: """

skukakakakakak.

cpe:2.3:a:cisco:adaptive_security_appliance_software:9.0.4.17:*:*:* "

dkakakakakakak.

cpe:2.3:a:cisco:adaptive_security_appliance_software:9.0.4.20:*:*:*:*:*:*:*:

dkukakkakakuk.

cpe:2.3:a:cisco:adaptive_security_appliance_software:9.0.4.26:*:*:*:*:*:*:*:

dkukakkkakak.

cpe:2.3:a:cisco:adaptive_security_appliance_software:9.0.4.29:*:*:*:**:*:*:

cpe:2.3:a:cisco:adaptive_security_appliance_software:9.0.4.5:":*: " "



cpe:2.3:a:cisco:adaptive_security_appliance_software:9.0.4.7:*:*:*:*:**:*:

cpe:2.3:a:cisco:adaptive_security_appliance_software:9.1.1:*:** "

cpe:2.3:a:cisco:adaptive_security_appliance_software:9.1.1.4:* " **:*:

cpe:2.3:a:cisco:adaptive_security_appliance_software:9.1.2:*:*:***:*:*:

cpe:2.3:a:cisco:adaptive_security_appliance_software:9.1.2.8:*:**:***:*:

cpe:2.3:a:cisco:adaptive_security_appliance_software:9.1.3:*:*:***:*:*:

cpe:2.3:a:cisco:adaptive_security_appliance_software:9.1.3.2:******:*:

cpe:2.3:a:cisco:adaptive_security_appliance_software:9.1.4:*:*:***:*:*:

cpe:2.3:a:cisco:adaptive_security_appliance_software:9.1.4.5:******:*:

cpe:2.3:a:cisco:adaptive_security_appliance_software:9.1.5:*:*:***:*:*:

cpe:2.3:a:cisco:adaptive_security_appliance_software:9.1.6:%:*:*:*:*:*:™:

cpe:2.3:a:cisco:adaptive_security_appliance_software:9.1.6.4:*:*:*:":*:*:*:

cpe:2.3:a:cisco:adaptive_security_appliance_software:9.2.1:%:*:*:*:*:*:™:

cpe:2.3:a:cisco:adaptive_security_appliance_software:9.2.2:%:*:*:*:*:*:*:

cpe:2.3:a:cisco:adaptive_security_appliance_software:9.2.2.4:*:*:*:*:*:*:*:

cpe:2.3:a:cisco:adaptive_security_appliance_software:9.2.2.7:*:*:*:*:*:*:*:

cpe:2.3:a:cisco:adaptive_security_appliance_software:9.2.2.8:*:*:*:*:*:*:*:

cpe:2.3:a:cisco:adaptive_security_appliance_software:9.2.3:*:":*:*:*:*:™:

cpe:2.3:a:cisco:adaptive_security_appliance_software:9.2.3.3:*:*:*:*:*:*:*:

cpe:2.3:a:cisco:adaptive_security_appliance_software:9.2.3.4:*:*:*:*:*:*:*:

cpe:2.3:a:cisco:adaptive_security_appliance_software:9.3.1:%:*:* "

cpe:2.3:a:cisco:adaptive_security_appliance_software:9.3.1.1:*: """

cpe:2.3:a:cisco:adaptive_security_appliance_software:9.3.2:%:*:*:**:*:*:

cpe:2.3:a:cisco:adaptive_security_appliance_software:9.3.2.2:*:*:*:*:**:*:



cpe:2.3:a:cisco:adaptive_security_appliance_software:9.3.3:*:*:***:*:*:

cpe:2.3:a:cisco:adaptive_security_appliance_software:9.4.1:*:*:***:*:*:

cpe:2.3:a:cisco:adaptive_security_appliance_software:9.4.1.1:** " ™

cpe:2.3:a:cisco:adaptive_security_appliance_software:9.4.1.2:** " ™

cpe:2.3:a:cisco:adaptive_security_appliance_software:9.4.1.3:** " ™

cpe:2.3:a:cisco:adaptive_security_appliance_software:9.4.1.5:* " :*:

No vendor comments have been submitted for this CVE
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