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Multiple Cisco embedded devices use hardcoded X.509 certificates and SSH host keys embedded in the firmware, which a
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Risk And Classification

Problem Types: CWE-295

NVD Known Affected Configurations (CPE 2.3)
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Vendor Product Version Update Edition Language
Cisco Pvc2300 - All All All
Cisco Pvc2300 - All All All
Cisco Pvc2300 Firmware All All All All
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Hardware Cisco Wap4410n - All All All
Operating System Cisco Wap4410n Firmware All All All All
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Hardware Cisco Wet200 - All All All
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Hardware Cisco Wrp500 - All All All
Hardware Cisco Wrp500 - All All All
Operating System Cisco Wrp500 Firmware All All All All
Hardware Cisco Wrv200 - All All All
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Hardware Cisco Wvc2300 - All All All
Hardware Cisco Wvc2300 - All All All
Operating System Cisco Wvc2300 Firmware All All All All
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Cisco Gigabit Security Routers Use Static Certificates and Keys That Let Remote Users Decrypt Potentially Sensitive User Connections - Sec
Multiple Cisco Products Confidential Information Decryption Man-in-the-Middle Vulnerability

Multiple Cisco Products CVE-2015-6358 Man in the Middle Information Disclosure Vulnerability

Cisco Small Business RV Series Routers Use Static Certificates and Keys That Let Remote Users Decrypt Potentially Sensitive User Connect
Cisco Video Surveillance Cameras Use Static Certificates and Keys That Let Remote Users Decrypt Potentially Sensitive User Connections -
VU#566724 - Embedded devices use non-unique X.509 certificates and SSH host keys

Cisco Small Business SRP Series Devices Use Static Certificates and Keys That Let Remote Users Decrypt Potentially Sensitive User Conne
CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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