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CVE-2015-6392

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

assaomvancLranunsueninad  Gertain versions of Nexus 5010 from Cisco contain the foIIowing
: vulnerability:

Cisco NX-OS 4.1 through 7.3 and 11.0 through 11.2 on Nexus 2000,
5000, 5500, 5600, 6000, 7000, 7700, and 9000 devices allows remote
attackers to cause a denial of service (device crash) via crafted IPv4
DHCP packets to the (1) DHCPv4 relay agent or (2) smart relay agent,
aka Bug IDs CSCuqg24603, CSCur93159, CSCus21693, and

CVSS3 Score: 7.5-HIGH |

Attack Attack Privileges User
Vector Complexity Required Interaction
Low [ NONE | [ NONE |
Scope Confidentiality Integrity Availability
Impact Impact Impact
[ NONE | =3 [ HIGH |
CVSS2 Score: 7.8-HIGH
Access Access Authentication
Vector Complexity
Low [ NONE |
Confidentiality Integrity Availability
Impact Impact Impact
[NONE_ [ NONE |

CVE References

Description Tags Link
Multiple Cisco Nexus Devices CVE-2015-6392 Denial of Service (D BID 93406

Vulnerability


https://cve.report/
https://cve.report/CVE-2015-6392/mitre
https://cve.report/CVE-2015-6392/nist
https://cve.report/CVE-2015-6392/cve_org
https://cve.report/CVE-2015-6392.pdf
http://cve.report/software/cisco/nexus_5010
http://cve.report/vendor/cisco
http://cve.report/cvsscalc.php
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
http://cve.report/bid/93406

Cisco NX-OS DHCPv4 Input Validation Flaw Lets Remote Users (7) SECTRACK 1036948
Cause the Target Service to Crash - Security Tracker

Cisco NX-OS Software Crafted DHCPv4 Packet Denial of Service (@) CISCO 20161005 Cisco NX-OS Software
Vulnerability Crafted DHCPv4 Packet Denial of Service

Vulnerability

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Hardware &= 4 Cisco Nexus 5010 - All All All
Hardware &= = Cisco Nexus 5010 - All All All
Hardware &= = Cisco Nexus 5020 - All All All
Hardware &= = Cisco Nexus 5020 - All All All
Hardware &= = Cisco Nexus 5548p - All All All
Hardware & 4 Cisco Nexus 5548p - All All All
Hardware &= = Cisco Nexus 5548up - All All All
Hardware 5 = Cisco Nexus 5548up - All All All
Hardware &= = Cisco Nexus 5596t - All All All
Hardware 5 = Cisco Nexus 5596t - All All All
Hardware & = Cisco Nexus 5596up - All All All
Hardware &= 4 Cisco Nexus 5596up - All All All
Hardware = 4 Cisco Nexus 56128p - All All All
Hardware = = Cisco Nexus 56128p - All All All
Hardware = >4 Cisco Nexus 5624q - All All All
Hardware = >4 Cisco Nexus 5624q - All All All
Hardware = = Cisco Nexus 5648q - All All All
Hardware = = Cisco Nexus 5648q - All All All
Hardware &= = Cisco Nexus 5672up - All All All
Hardware &= = Cisco Nexus 5672up - All All All

Hardware &= [ Cisco Nexus 5672up-16g - All All All
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Nx-0s
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Nx-0s

Nx-os

Nx-0s
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6.1\(2))i2\(2a\)

6.1\(2))i2\(2b\)

6.1\(2)i2\(2))

6.1\(2))i2\(3\)

6.1\(2)i3\(1))

6.1\(2))i3\(2))

6.1\(21)i3\(3.78\)

6.1\(2)i3\(3)

6.1\(2))i3\(4\)

6.1\(3))

6.1\(4a\)

6.1\(4\)

6.1\(5\)

6.2\(10\)

6.2\(12))

6.2\(14))s1
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a_ekuk kKK kLK,

cpe:2.3:h:cisco:nexus_5010:-:******:*:

a_ekuk kKoK kLK,

cpe:2.3:h:cisco:nexus_5020:-:*:****:*:*:

a_ekuk kKoK kLK,

cpe:2.3:h:cisco:nexus_5020:-:*:*****:*:

e akakuk ok akuk k.

cpe:2.3:h:cisco:nexus_5548p:-*: " "

e_ekakuk kR Rk,

cpe:2.3:h:cisco:nexus_5548p:-*:* "

a_ekuk koK ok oKk,

cpe:2.3:h:cisco:nexus_5548up:-: " " "

a_akuk kKoK oKk,

cpe:2.3:h:cisco:nexus_5548up:-:** " "

e_akakuk oKk oKk,

cpe:2.3:hicisco:nexus_5596t:-:* " " *:*:

e_akak kKK kK,

cpe:2.3:h:cisco:nexus_5596t:-:* " "1

e_akuk koK ok oKk,

cpe:2.3:h:cisco:nexus_5596up:-:*:*: " "

e kKoK Kk kKK,

cpe:2.3:h:cisco:nexus_5596up:-*: " "

7.0\0\)n1\(1Y)

7.00(1)n1\(1\)

7.0\(2)n1\(1\)

7.0\(3)

7.0\3)n1\(1\)

7.0\@\)n1\(1))

7.0\(5\)n1\(1a\)

7.0\5\)n1\(1))

7.\OYn1\(1a))

7.1\0)n1\(1b\)

7.2\(0)n1\(0.1))

base
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e_ekakukokukukok.

cpe:2.3:h:cisco:nexus_5696q:-:*: " "

e_ekakuk ok Lkukok,

cpe:2.3:h:cisco:nexus_5696q:-:*: " "

a_ekuk kKoK kLK,

cpe:2.3:h:cisco:nexus_6004:-:*:*****:*:

e_ekakuk kR kR,

cpe:2.3:h:cisco:nexus_7000_10-slot:-:*:*:*:***::

a_akuk kKKK Lk,

cpe:2.3:h:cisco:nexus_7000_4-slot:-:*:*****:*:

a_akuk kKKK Lk,

cpe:2.3:h:cisco:nexus_7000_4-slot:-*:*:****:*:

a_ekuk kKK kLK,

cpe:2.3:h:cisco:nexus_7000_9-slot:-:*:*:***:*:*:

Kk ok oKk oKLk,

cpe:2.3:h:cisco:nexus_7000_9-slot:-:*:*:***:*:*:

e_ekakak Rk Rk,

cpe:2.3:h:cisco:nexus_7700_10-slot:-:*: %

e_ekakak ok akak ok,

cpe:2.3:h:cisco:nexus_7700_18-slot:-:*:** "%

e_ekakak ok akak k.

cpe:2.3:h:cisco:nexus_7700_18-slot:-:*:***:*:*:*:

kKoK kKKK,

cpe:2.3:h:cisco:nexus_7700_2-slot:-:*:*: """



e_ekakakokkukok.

cpe:2.3:h:cisco:nexus_92304qc:-:*: "

e_ekakukokakukok.

cpe:2.3:h:cisco:nexus_9236¢:-:*:":*

e_ekakuk ok ukak ok,

cpe:2.3:h:cisco:nexus_9236¢:-:*:":*

e_ekakukokukukok.

cpe:2.3:h:cisco:nexus_9272q:-:** "

e_ekakuk ok Lkuk ok,

cpe:2.3:h:cisco:nexus_9272q:-:* "

e ek koK kKKK,

cpe:2.3:h:cisco:nexus_93108tc-ex:-:*:***:*:*:*:

e ek koK kKKK,

cpe:2.3:h:cisco:nexus_93108tc-ex:-:*:***:*:*:*:

e_akakukokLkuk ok,

cpe:2.3:h:cisco:nexus_93120tx:-"* " ™

e_akakukokLkk Lk,

cpe:2.3:h:cisco:nexus_93128tx:-:*:*: " *:*:

e_akukukakLkLk Lk,

cpe:2.3:h:cisco:nexus_93128tx:-:*:*: " *:*:

a_ak kKoK kKK,

cpe:2.3:h:cisco:nexus_9332pq:-:*:*: " "

cpe:2.3:h:cisco:nexus_9336pqg_aci_spine:-*: " "

ek kKoK ok oKk,

cpe:2.3:h:cisco:nexus_9372px:-* ™

e_ekuk kKoK kK,

cpe:2.3:h:cisco:nexus_9372px:-*: ™

ek koK koK Lk,

cpe:2.3:hicisco:nexus_9372tx:-: 1 1

ek ko koK Lk,

cpe:2.3:hicisco:nexus_9372tx:-:*: 1 %

e_akuk kKoK oKk,

cpe:2.3:h:cisco:nexus_9396px:-1*** " *

AmAaN DiacAlAaAaAasmaAa A ODNOLE,. Kokokokokokok,



dkuk kR Rk k.

cpe:2.3:0:cisco:nx-0s:4.2(1)n1 (1) ™

dkak kR ok akuk.

cpe:2.3:0:Cisco:Nx-08:4.2(1)n2(1): ™

KKk oKk kK,

cpe:2.3:0:CisCO:NX-08:4.2(6):*** " *::

Kk koK kR k.

cpe:2.3:0:CisCO:NX-08:4.2(8):*** " *:*:



dkuk Lk okakakuk.

cpe:2.3:0:Cisco:nx-0s:5.0(3)n2(2):***:

akLk kKKK Lk,

cpe:2.3:0:cisco:nx-0s:5.0(3)n2(2a): "






akLk kKK LKLk,

cpe:2.3:0:Cisco:nx-0s:5.2(5):**

akLk kKK kLK,

cpe:2.3:0:Cisco:Nx-08:5.2(7):** "

akLk kKKK Lk,

cpe:2.3:0:Cisco:nx-0s8:5.2(9):***



akukakokakakuk.

cpe:2.3:0:Cisco:nx-0s:6.0(2)n2(2):* " .

dkkakokakakuk.

cpe:2.3:0:Cisco:nx-0s:6.0(2)n2(3):** "

dkkak ok akakuk.

cpe:2.3:0:Cisco:nx-0s:6.0(2)n2(4):** " .

dkakak ok akakuk.

cpe:2.3:0:Cisco:nx-0s:6.0(2)n2(5):** "



akLk kK k Kk,

cpe:2.3:0:Cisco:nx-0s:6.1(2)i2(3): """

AkLk kKK kK,

cpe:2.3:0:Cisco:nx-0s:6.1(2)i3(1): "

ARk kKKK k.

cpe:2.3:0:Cisco:nx-0s:6.1(2)i3(2): " :":*:



~rna? B Atriernrnvone 7 NIANAA () F ok k ok kksk















dkukakakakakak.

cpe:2.3:0:cisco:nx-0s:base: "

No vendor comments have been submitted for this CVE
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