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CVE-2015-6401

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

AUNACUAUNCPILPIAP Certain versions of Epc3928 Docsis 3.0 8x4 Wireless Residential
: Gateway With Embedded Digital Voice Adapter from Cisco contain the
following vulnerability:

Cisco EPC3928 devices with EDVA 5.5.10, 5.5.11, and 5.7.1 allow
remote attackers to bypass an intended authentication requirement and
execute unspecified administrative functions via a crafted HTTP
request, aka Bug ID CSCux24941.

CVE-2015-6401 has been assigned by ;! psirt@cisco.com to track the vulnerability

CVSS2 Score: 7.5-HIGH

Access Access Authentication
Vector Complexity

Low [NONE
Confidentiality Integrity Availability
Impact Impact Impact

CVE References

Description Tags Link

Cisco EPC 3928 - Multiple Vulnerabilities - ASP webapps Exploit = EXPLOIT-DB 39904

Proof of Concept
text/html

Cisco Wireless Residential Unauthorized Command Vulnerability (D) CISCO 20151208 Cisco
Wireless Residential Unauthorized
Command Vulnerability

Cisco Wireless Residential Gateway EPC3928 Lets Remote Users Execute () SECTRACK 1034347
Arbitrary Commands on the Target System - SecurityTracker

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,

CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to


https://cve.report/
https://cve.report/CVE-2015-6401/mitre
https://cve.report/CVE-2015-6401/nist
https://cve.report/CVE-2015-6401/cve_org
https://cve.report/CVE-2015-6401.pdf
http://cve.report/software/cisco/epc3928_docsis_3.0_8x4_wireless_residential_gateway_with_embedded_digital_voice_adapter
http://cve.report/vendor/cisco
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
https://www.exploit-db.com/exploits/39904/
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20151208-cwr
http://www.securitytracker.com/id/1034347

comment@cve.report.

There are currently no QIDs associated with this CVE
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Epc3928 Docsis 3.0 8x4 Wireless Residential Gateway With Embedded
Digital Voice Adapter

Epc3928 Docsis 3.0 8x4 Wireless Residential Gateway With Embedded
Digital Voice Adapter

Epc3928 Docsis 3.0 8x4 Wireless Residential Gateway With Embedded
Digital Voice Adapter

Epc3928 Docsis 3.0 8x4 Wireless Residential Gateway With Embedded
Digital Voice Adapter

Epc3928 Docsis 3.0 8x4 Wireless Residential Gateway With Embedded
Digital Voice Adapter

Epc3928 Docsis 3.0 8x4 Wireless Residential Gateway With Embedded
Digital Voice Adapter

Version Update Edition Language

5.5.10

5.5.11

5.71

5.5.10

5.5.11

5.7.1

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

cpe:2.3:0:cisco:epc3928_docsis_3.0_8x4_wireless_residential_gateway_with_embedded_digital_voice_adapter:5.7.1:*:*:*:*:*:*:*:

No vendor comments have been submitted for this CVE
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