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Summary

CVE CVE-2015-6403

State PUBLIC

Assigner psirt@cisco.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2015-12-15 05:59:00 UTC

Updated 2016-12-07 18:20:00 UTC

Description The TFTP implementation on Cisco Small Business SPA30x, SPA50x, SPA51x phones 7.5.7 improperly validates firmware-image file integrity, which allows local users to load a Trojan horse image by leveraging shell access, aka Bug ID CSCut67400.

Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Cisco Spa300 Firmware 7.5.7 All All All

Operating System Cisco Spa300 Firmware 7.5.7 All All All

Operating System Cisco Spa500 Firmware 7.5.7 All All All

Operating System Cisco Spa500 Firmware 7.5.7 All All All

Hardware Cisco Spa 301 - All All All

Hardware Cisco Spa 301 - All All All

Hardware Cisco Spa 303 - All All All

Hardware Cisco Spa 303 - All All All

Hardware Cisco Spa 500ds - All All All

Hardware Cisco Spa 500ds - All All All

Hardware Cisco Spa 500s - All All All

Hardware Cisco Spa 500s - All All All

Hardware Cisco Spa 501g - All All All

Hardware Cisco Spa 501g - All All All

Hardware Cisco Spa 502g - All All All

Hardware Cisco Spa 502g - All All All

Hardware Cisco Spa 504g - All All All
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Hardware Cisco Spa 504g - All All All

Hardware Cisco Spa 504g - All All All

Hardware Cisco Spa 508g - All All All

Hardware Cisco Spa 508g - All All All

Hardware Cisco Spa 509g - All All All

Hardware Cisco Spa 509g - All All All

Hardware Cisco Spa 512g - All All All

Hardware Cisco Spa 512g - All All All

Hardware Cisco Spa 514g - All All All

Hardware Cisco Spa 514g - All All All

Hardware Cisco Spa 525g2 - All All All

Hardware Cisco Spa 525g2 - All All All
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Multiple Cisco IP Phones CVE-2015-6403 Local Arbitrary File Upload Vulnerability

Multiple Cisco IP Phones Firmware Image Upload Vulnerability

Cisco SPA30X, SPA50X, and SPA51X Series IP Phones File Integrity Check Flaw Lets Local Users Load Arbitrary Firmware Images - SecurityTracker

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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