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CVE CVE-2015-6420
State PUBLIC
Assigner psirt@cisco.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2015-12-15 05:59:00 UTC
Updated 2023-11-07 02:26:00 UTC
Description Serialized-object interfaces in certain Cisco Collaboration and Social Media; Endpoint Clients and Client Software; Network

/ |

1|

Risk And Classification

Problem Types: CWE-502

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Apache Commons Collections 4.0 All All All

Application Apache Commons Collections 4.0 All All All

Application Apache Commons Collections All All All All

Reference Source Li
Vulnerability in Java Deserialization Affecting Cisco Products CISCO tc
CPU July 2018 CONFIRM  w
Document Display | HPE Support Center CONFIRM  hi
Pony Mail! MLIST lis
[R1] Cisco Unified Customer Voice Portal Java Deserialization Remote Code Execution - Research Advisory | Tenable® MISC w
CERT Vulnerability Notes Database CERT-VN w
[R1] Cisco Security Manager and Prime LMS Java Deserialization Remote Code Execution - Research Advisory | Tenable® MISC w
Multiple Cisco Products CVE-2015-6420 Remote Code Execution Vulnerability BID w
Pony Mail! lis
Document Display | HPE Support Center CONFIRM  hi
CVE Program record CVE.ORG w
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

92029 Microsoft SQL Server Multiple Vulnerabilities

983466 Java (maven) Security Update for commons-collections:commons-collections (GHSA-6hgm-866r-3cjv)
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