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Summary

CVE CVE-2015-6557

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2015-08-23 01:59:00 UTC

Updated 2015-08-24 15:49:00 UTC

Description IBM Tivoli Storage Manager for Databases: Data Protection for Microsoft SQL Server 5.5 before 5.5.6.1, 6.3 before 6.3.1.5, 6.4 before 6.4.1.7, and 7.1 before 7.1.2; Tivoli Storage Manager for Mail: Data Protection for Microsoft Exchange Server 5.5 before 5.5.1.1, 6.1 before 6.1.3.7, 6.3 before 6.3.1.5, 6.4 before 6.4.1.7, and 7.1 before 7.1.2; and Tivoli Storage FlashCopy Manager 3.1 before 3.1.1.5, 3.2 before 3.2.1.7, and 4.1 before 4.1.2, when application tracing is used, place cleartext passwords in exception messages, which allows physically proximate attackers to obtain sensitive information by reading trace output, a different vulnerability than CVE-2015-4949.

Risk And Classification

Problem Types: CWE-200

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Ibm Tivoli Storage Flashcopy Manager 3.1.0 All All All

Application Ibm Tivoli Storage Flashcopy Manager 3.1.1 All All All

Application Ibm Tivoli Storage Flashcopy Manager 3.2.0 All All All

Application Ibm Tivoli Storage Flashcopy Manager 3.2.1 All All All

Application Ibm Tivoli Storage Flashcopy Manager 4.1.0 All All All

Application Ibm Tivoli Storage Flashcopy Manager 4.1.1 All All All

Application Ibm Tivoli Storage Flashcopy Manager 3.1.0 All All All

Application Ibm Tivoli Storage Flashcopy Manager 3.1.1 All All All

Application Ibm Tivoli Storage Flashcopy Manager 3.2.0 All All All

Application Ibm Tivoli Storage Flashcopy Manager 3.2.1 All All All

Application Ibm Tivoli Storage Flashcopy Manager 4.1.0 All All All

Application Ibm Tivoli Storage Flashcopy Manager 4.1.1 All All All

Application Ibm Tivoli Storage Manager For Databases Data Protection For Microsoft Sql Server 5.5 All All All

Application Ibm Tivoli Storage Manager For Databases Data Protection For Microsoft Sql Server 5.5.1 All All All

Application Ibm Tivoli Storage Manager For Databases Data Protection For Microsoft Sql Server 5.5.2 All All All

Application Ibm Tivoli Storage Manager For Databases Data Protection For Microsoft Sql Server 5.5.3 All All All

Application Ibm Tivoli Storage Manager For Databases Data Protection For Microsoft Sql Server 5.5.4 All All All
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Application Ibm Tivoli Storage Manager For Databases Data Protection For Microsoft Sql Server 5.5.4 All All All

Application Ibm Tivoli Storage Manager For Databases Data Protection For Microsoft Sql Server 5.5.5 All All All

Application Ibm Tivoli Storage Manager For Databases Data Protection For Microsoft Sql Server 5.5.6 All All All

Application Ibm Tivoli Storage Manager For Databases Data Protection For Microsoft Sql Server 6.3 All All All

Application Ibm Tivoli Storage Manager For Databases Data Protection For Microsoft Sql Server 6.3.1 All All All

Application Ibm Tivoli Storage Manager For Databases Data Protection For Microsoft Sql Server 6.4 All All All

Application Ibm Tivoli Storage Manager For Databases Data Protection For Microsoft Sql Server 6.4.1 All All All

Application Ibm Tivoli Storage Manager For Databases Data Protection For Microsoft Sql Server 7.1 All All All

Application Ibm Tivoli Storage Manager For Databases Data Protection For Microsoft Sql Server 7.1.1 All All All

Application Ibm Tivoli Storage Manager For Databases Data Protection For Microsoft Sql Server 5.5 All All All

Application Ibm Tivoli Storage Manager For Databases Data Protection For Microsoft Sql Server 5.5.1 All All All

Application Ibm Tivoli Storage Manager For Databases Data Protection For Microsoft Sql Server 5.5.2 All All All

Application Ibm Tivoli Storage Manager For Databases Data Protection For Microsoft Sql Server 5.5.3 All All All

Application Ibm Tivoli Storage Manager For Databases Data Protection For Microsoft Sql Server 5.5.4 All All All

Application Ibm Tivoli Storage Manager For Databases Data Protection For Microsoft Sql Server 5.5.5 All All All

Application Ibm Tivoli Storage Manager For Databases Data Protection For Microsoft Sql Server 5.5.6 All All All

Application Ibm Tivoli Storage Manager For Databases Data Protection For Microsoft Sql Server 6.3 All All All

Application Ibm Tivoli Storage Manager For Databases Data Protection For Microsoft Sql Server 6.3.1 All All All

Application Ibm Tivoli Storage Manager For Databases Data Protection For Microsoft Sql Server 6.4 All All All

Application Ibm Tivoli Storage Manager For Databases Data Protection For Microsoft Sql Server 6.4.1 All All All

Application Ibm Tivoli Storage Manager For Databases Data Protection For Microsoft Sql Server 7.1 All All All

Application Ibm Tivoli Storage Manager For Databases Data Protection For Microsoft Sql Server 7.1.1 All All All

Application Ibm Tivoli Storage Manager For Mail Data Protection For Microsoft Exchange Server 5.5 All All All

Application Ibm Tivoli Storage Manager For Mail Data Protection For Microsoft Exchange Server 5.5.1 All All All

Application Ibm Tivoli Storage Manager For Mail Data Protection For Microsoft Exchange Server 6.1 All All All

Application Ibm Tivoli Storage Manager For Mail Data Protection For Microsoft Exchange Server 6.1.1 All All All

Application Ibm Tivoli Storage Manager For Mail Data Protection For Microsoft Exchange Server 6.1.2 All All All

Application Ibm Tivoli Storage Manager For Mail Data Protection For Microsoft Exchange Server 6.1.3 All All All

Application Ibm Tivoli Storage Manager For Mail Data Protection For Microsoft Exchange Server 6.3 All All All

Application Ibm Tivoli Storage Manager For Mail Data Protection For Microsoft Exchange Server 6.3.1 All All All

Application Ibm Tivoli Storage Manager For Mail Data Protection For Microsoft Exchange Server 6.4 All All All

Application Ibm Tivoli Storage Manager For Mail Data Protection For Microsoft Exchange Server 6.4.1 All All All

Application Ibm Tivoli Storage Manager For Mail Data Protection For Microsoft Exchange Server 7.1 All All All

Application Ibm Tivoli Storage Manager For Mail Data Protection For Microsoft Exchange Server 7.1.1 All All All

Application Ibm Tivoli Storage Manager For Mail Data Protection For Microsoft Exchange Server 5.5 All All All

Application Ibm Tivoli Storage Manager For Mail Data Protection For Microsoft Exchange Server 5.5.1 All All All
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Application Ibm Tivoli Storage Manager For Mail Data Protection For Microsoft Exchange Server 6.1 All All All

Application Ibm Tivoli Storage Manager For Mail Data Protection For Microsoft Exchange Server 6.1.1 All All All

Application Ibm Tivoli Storage Manager For Mail Data Protection For Microsoft Exchange Server 6.1.2 All All All

Application Ibm Tivoli Storage Manager For Mail Data Protection For Microsoft Exchange Server 6.1.3 All All All

Application Ibm Tivoli Storage Manager For Mail Data Protection For Microsoft Exchange Server 6.3 All All All

Application Ibm Tivoli Storage Manager For Mail Data Protection For Microsoft Exchange Server 6.3.1 All All All

Application Ibm Tivoli Storage Manager For Mail Data Protection For Microsoft Exchange Server 6.4 All All All

Application Ibm Tivoli Storage Manager For Mail Data Protection For Microsoft Exchange Server 6.4.1 All All All

Application Ibm Tivoli Storage Manager For Mail Data Protection For Microsoft Exchange Server 7.1 All All All

Application Ibm Tivoli Storage Manager For Mail Data Protection For Microsoft Exchange Server 7.1.1 All All All

References

Reference

IBM IT03480: PASSWORD DISCLOSURE VIA FLASHCOPY MANAGER ON WINDOWS, DP FOR EXCHANGE, AND DP FOR SQL CVE-2015-4949, CVE-2015-4949 - United States

IBM Security Bulletin: Password Disclosure via FlashCopy Manager on Windows, Data Protection for Exchange, and Data Protection for SQL CVE-2015-4949, CVE 2015-6557 - United States

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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