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Summary

CVE CVE-2015-6585

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-07-25 18:29:00 UTC

Updated 2017-08-10 13:25:00 UTC

Description hwpapp.dll in Hangul Word Processor allows remote attackers to execute arbitrary code via a crafted heap spray, and by leveraging a "type confusion" via an HWPX file containing a crafted para text tag.

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Hancom Hangul Word Processor 2014 All All All

Application Hancom Hangul Word Processor 2014 All All All

References

Reference Source Link

��� ������ ��, ������ CONFIRM www.hancom.com

Zero-Day HWP Exploit « Threat Research | FireEye Inc MISC www.fireeye.com

www.fireeye.com/content/dam/fireeye-www/global/en/blog/threat-research/FireEy... MISC www.fireeye.com

Hancom Hangul Word Processor CVE-2015-6585 Type Confusion Remote Code Execution Vulnerability BID www.securityfocus.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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