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AV-NIAC:MIAUNIC:C/.CIAC Certain versions of Android from Google contain the foIIowing
’ vulnerability:

libutils in Android through 5.1.1 LMY48M allows remote attackers to
execute arbitrary code via crafted metadata in a (1) MP3 or (2) MP4
file, as demonstrated by an attack against use of libutils by
libstagefright in Android 5.x.

CVE-2015-6602 has been assigned by = security@android.com to track the vulnerability

CVSS2 Score: 9.3-HIGH
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CVE References
Description Tags Link

Google Android File Processing Flaws in libutils () SECTRACK 1033725
and libstagefright Lets Remote Users Execute
Arbitrary Code - Security Tracker

Android Stagefright 2.0 Vulnerabilities | Threatpost tp MISC threatpost.com/stagefright-2-0-vulnerabilities-affect-

| The first stop for security news 1-billion-android-devices/114863/

PrivatOS 1.1.12 release notes CONFIRM
support.silentcircle.com/customer/en/portal/articles/2145864-

privatos-1-1-12-release-notes

Zimperium zLabs is Raising the Volume: New @ MISC blog.zimperium.com/zimperium-zlabs-is-raising-
Vulnerability Processing MP3/MP4 Media. » the-volume-new-vulnerability-processing-mp3mp4-media/

Zimperium Mobile Security Blog
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are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Operating Google Android All All All All
System

cpe:2.3:0:google:android:*:*:*

No vendor comments have been submitted for this CVE
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