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Summary

CVE CVE-2015-6640

State PUBLIC

Assigner security@android.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2016-01-06 19:59:00 UTC

Updated 2016-12-07 18:20:00 UTC

Description The prctl_set_vma_anon_name function in kernel/sys.c in Android before 5.1.1 LMY49F and 6.0 before 2016-01-01 does not ensure that only one vma is accessed in a certain update action, which allows attackers to gain privileges or cause a denial of service (vma list corruption) via a crafted application, aka internal bug 20017123.

Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Google Android 4.4.4 All All All

Operating System Google Android 5.0 All All All

Operating System Google Android 5.1.1 All All All

Operating System Google Android 6.0 All All All

Operating System Google Android 4.4.4 All All All

Operating System Google Android 5.0 All All All

Operating System Google Android 5.1.1 All All All

Operating System Google Android 6.0 All All All

References

Reference Source

69bfe2d957d903521d32324190c2754cb073be15 - kernel/common - Git at Google CONFIRM

Nexus Security Bulletin - January 2016 | Android Open Source Project CONFIRM

Google Android Multiple Flaws Let Remote Users Execute Arbitrary Code and Applications Gain Elevated Privileges - SecurityTracker SECTRACK
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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