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AVNACUAUNCRIENAN Certain versions of Drupal from Drupal contain the following
vulnerability:

Drupal 6.x before 6.37 and 7.x before 7.39 allows remote attackers to
obtain sensitive node titles by reading the menu.

CVE-2015-6661 has been assigned by [f] cve@mitre.org to track the vulnerability

CVSS2 Score: ~5-MEDIUM

Access Access Authentication
Vector Complexity

Low [ NONE |
Confidentiality Integrity Availability
Impact Impact Impact

[ NONE | [ NONE |
CVE References

Description Tags Link
[SECURITY] Fedora 22 Update: drupal7-7.39-1.fc22 FEDORA
FEDORA-2015-
13916

[SECURITY] Fedora 22 Update: drupal6-6.37-1.fc22

14444

[SECURITY] Fedora 21 Update: drupal7-7.39-1.fc21

| y
lists.fedoraproject.org FEDORA
lists.fedoraproject.org FEDORA
| y

I
FEDORA-2015-
I

FEDORA-2015-
13917
[SECURITY] Fedora 21 Update: drupal6-6.37-1.fc21 FEDORA
FEDORA-2015-
14442

Drupal Multiple Flaws Let Remote Users Conduct Cross-Site Scripting and Cross-Site ™ SECTRACK


https://cve.report/
https://cve.report/CVE-2015-6661/mitre
https://cve.report/CVE-2015-6661/nist
https://cve.report/CVE-2015-6661/cve_org
https://cve.report/CVE-2015-6661.pdf
http://cve.report/software/drupal/drupal
http://cve.report/vendor/drupal
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
http://lists.fedoraproject.org/pipermail/package-announce/2015-September/165704.html
http://lists.fedoraproject.org/pipermail/package-announce/2015-September/165690.html
http://lists.fedoraproject.org/pipermail/package-announce/2015-September/165733.html
http://lists.fedoraproject.org/pipermail/package-announce/2015-September/165723.html

Request Forgery Attacks and Remote Authenticated Users Inject SQL Commands and 1033358
Obtain Potentially Sensitive Information - SecurityTracker
[SECURITY] Fedora 23 Update: drupal6-6.37-1.fc23 FEDORA
FEDORA-2015-
14443
Drupal Core - Critical - Multiple Vulnerabilities - SA-CORE-2015-003 | Drupal.org [ Patch | ® CONFIRM
Vendor Advisory www.drupal.org/SA-
CORE-2015-003
[SECURITY] Fedora 23 Update: drupal7-7.39-1.fc23 FEDORA
FEDORA-2015-
13915
Debian -- Security Information -- DSA-3346-1 drupal7 (© DEBIAN DSA-
3346

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application Drupal Drupal 6.0 All All All
Application Drupal Drupal 6.0 betal All All
Application Drupal Drupal 6.0 beta2 All All
Application Drupal Drupal 6.0 beta3 All All
Application Drupal Drupal 6.0 beta4 All All
Application Drupal Drupal 6.0 dev All All
Application Drupal Drupal 6.1 All All All
Application Drupal Drupal 6.10 All All All
Application Drupal Drupal 6.11 All All All
Application Drupal Drupal 6.12 All All All
Application Drupal Drupal 6.13 All All All
Application Drupal Drupal 6.14 All All All
Application Drupal Drupal 6.15 All All All
Application Drupal Drupal 6.16 All All All
Application Drupal Drupal 6.17 All All All
Application Drupal Drupal 6.18 All All All

Application Drupal Drupal 6.19 All All All


http://www.securitytracker.com/id/1033358
http://lists.fedoraproject.org/pipermail/package-announce/2015-September/165840.html
https://www.drupal.org/SA-CORE-2015-003
http://lists.fedoraproject.org/pipermail/package-announce/2015-August/165061.html
http://www.debian.org/security/2015/dsa-3346
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akakkokakuk.

KRk okakuk.
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KRk akukuk.

cpe:2.3:a:drupal:drupal:6.0:betad:*:*:*:*:*:*:

dkak ok akakuk.

cpe:2.3:a:drupal:drupal:6.0:dev:*:*:*:*:*:*:

cpe:2.3:a:drupal:drupal:6.1:* """

Kk kKK kK,

cpe:2.3:a:drupal:drupal:6.10:*:*: " "

Kk kKK kK,

cpe:2.3:a:drupal:drupal:6.12:*:*:**:**:*:

Kk kKRR k.

cpe:2.3:a:drupal:drupal:6.13:*:*:*:**:*:*:

KKk kKR Lk,

cpe:2.3:a:drupal:drupal:6.14:*:***:**:*:

Kk koK kKK,

cpe:2.3:a:drupal:drupal:6.15:* " *:*:*:

akLk kKK LKLk,

cpe:2.3:a:drupal:drupal:6.28:*:*:*:*:*:*:*:

aKLk kKL kKK,

cpe:2.3:a:drupal:drupal:6.29:*:*:*:*:**::

dkkakkakakuk.

cpe:2.3:a:drupal:drupal:6.3:*:*:*:*:*:*:*:

R R

cpe:2.3:a:drupal:drupal:6.30:*:*:*:*:**::

kKK kKKK,

coe:2.3:a:drupal:drupal:6.32:**:*:*:*:*:*:



Kk kKK kLK,

cpe:2.3:a:drupal:drupal:6.34:*:*:**:**::

KLk ak kKKK,

cpe:2.3:a:drupal:drupal:6.35:*:*:*:**:*:*:

Kk kKK kK,

cpe:2.3:a:drupal:drupal:6.36:*:*:*:**:*:*:
cpe:2.3:a:drupal:drupal:6.4:*:*:*:*:*:*:*:
cpe:2.3:a:drupal:drupal:6.5:*:*:*:*:*:*:*:
cpe:2.3:a:drupal:drupal:6.6:*:*:*:*:*:*:*:

Lk kR kR ok ak.

cpe:2.3:a:drupal:drupal:6.7:*:*:*:**:*:*:

cpe:2.3:a:drupal:drupal:6.8:*:*:*:**:*:*:

cpe:2.3:a:drupal:drupal:6.9:*:**:**:*:*:

sk Kk kR akak.

cpe:2.3:a:drupal:drupal:7.0: >

dkakukokakuk.

cpe:2.3:a:drupal:drupal:7.0:rc2:*:*:*:*:*:*:

dkakkokukuk.

cpe:2.3:a:drupal:drupal:7.0:re3:*:*: " *:*:



KLk kKK kLK,

cpe:2.3:a:drupal:drupal:7.11 "™

Kk kKK kK,

cpe:2.3:a:drupal:drupal:7.13:*:* """

KLk kKK kLK,

cpe:2.3:a:drupal:drupal:7.14:*: "

Kk kKK kK,

cpe:2.3:a:drupal:drupal:7.15:** " "

Kk kKK kK,

cpe:2.3:a:drupal:drupal:7.16:*:*****:*:

KKk kKKK,

cpe:2.3:a:drupal:drupal:7.18:*:***:**:*:

Kk koK kKK,

cpe:2.3:a:drupal:drupal:7.19:*** " *:*:

cpe:2.3:a:drupal:drupal:7.2:*:*** " *:

Kk koK kKK,

cpe:2.3:a:drupal:drupal:7.20:":*:* "%

R

cpe:2.3:a:drupal:drupal:7.33:*:":"

R L

cpe:2.3:a:drupal:drupal:7.34: "

akLk kLKL kLK Lk,

cpe:2.3:a:drupal:drupal:7.35:%:" "

aKLk kKKK Lk,

cpe:2.3:a:drupal:drupal:7.36:*:*:*:*:**::

akLk kKKK Lk,

cpe:2.3:a:drupal:drupal:7.38:*:*:**:**::

ROV N2 YOI WUy P TRy D R I



cpe:2.3:a:drupal:drupal:7.5:

LRk ak kR akak.

cpe:2.3:a:drupal:drupal:7.6:*:** """

cpe:2.3:a:drupal:drupal:7.7:*:* ="

dkak kR akakak.

cpe:2.3:a:drupal:drupal:7.8: """ *:

dkuk kR ok akak.

cpe:2.3:a:drupal:drupal:7.9:* """ *:

dkakak kR akak.

cpe:2.3:a:drupal:drupal:7.x-dev:*:*:**:*:*:*:

dk kR kR akak.

cpe:2.3:a:drupal:drupal:6.0:*:*:* " *:*:

KRk ok akak.

cpe:2.3:a:drupal:drupal:6.0:betat:*:*:*:*:*:*:

Kk koK akak.

cpe:2.3:a:drupal:drupal:6.0:beta2:*:*:*:*:*:*:

Kk akakakak.

cpe:2.3:a:drupal:drupal:6.0:betad:*:*:*:*:*:*:

kakakakak k.

cpe:2.3:a:drupal:drupal:6.0:betad:*:*:*:*:*:*:

R

cpe:2.3:a:drupal:drupal:6.19:*:":**:*

dkkakkakakak.

cpe:2.3:a:drupal:drupal:6.2:*:*:*:*:*:*:*:

akLk Lk kKKK,

cpe:2.3:a:drupal:drupal:6.20:*:*:*:*:**::

akLk kKK LKLk,

cpe:2.3:a:drupal:drupal:6.21:*:* "

aKLk kKK KLk,

cpe:2.3:a:drupal:drupal:6.23:*:*: " ™



kKK kKKK,

cpe:2.3:a:drupal:drupal:6.25:*:*:****:*:

Kk kKK kK,

cpe:2.3:a:drupal:drupal:6.26:*:*:*:*:*:*:*:

KLk kKK kLK,

cpe:2.3:a:drupal:drupal:6.27:*:* """

Kk kKK kK,

cpe:2.3:a:drupal:drupal:6.28:*:*:*:*:**:*:

KKk KKk k.

cpe:2.3:a:drupal:drupal:6.31 " " **:*:

Kk kKK kK,

cpe:2.3:a:drupal:drupal:6.32:*:*:*:**:*:*:

cpe:2.3:a:drupal:drupal:6.4:*:*:**:*:*:*:

cpe:2.3:a:drupal:drupal:6.5: " " *:*:

cpe:2.3:a:drupal:drupal:6.6:*:*:*:*:*:*:*:

cpe:2.3:a:drupal:drupal:6.7:*:*:*:*:*:*:*:

cpe:2.3:a:drupal:drupal:6.8:*:*:*:*:*:*:*:

cpe:2.3:a:drupal:drupal:6.9:*:*:* " *:*:

cpe:2.3:a:drupal:drupal:7.0:*: =

Skukakakakak,

cpe:2.3:a:drupal:drupal:7.0:alphat:*:*:*:*:*:*:

Skkkakkak.

cpe:2.3:a:drupal:drupal:7.0:alpha3:*:*:*:*:*:*:

Skkkukk k.

cpe:2.3:a:drupal:drupal:7.0:alphad:*:*:*:*:*:*:

Skk ok uk k.

cpe:2.3:a:drupal:drupal:7.0:alphab:*:*:*:*:*:*:

Skk ok uk kK.

cpe:2.3:a:drupal:drupal:7.0:alpha6:*:*:*:*:*:*:



kR kR ukuk.

cpe:2.3:a:drupal:drupal:7.0:betal:*:*:*:*:*:*:

KRk akukuk.

cpe:2.3:a:drupal:drupal:7.0:beta3:*:*:*:*:*:*:

akak kR kuk.

cpe:2.3:a:drupal:drupal:7.0:dev:*:*:*:*:*:*:

KRk akukuk.

cpe:2.3:a:drupal:drupal:7.0:rc1

Kk koK akuk,

cpe:2.3:a:drupal:drupal:7.0:rc2:*:* " *:*:

R

cpe:2.3:a:drupal:drupal:7.0:rc4 """

dk Rk kR Rk,

cpe:2.3:a:drupal:drupal:7.1:* =

Kk kKKK k.

cpe:2.3:a:drupal:drupal:7.10:*:* """

Kk koK oKk k.

cpe:2.3:a:drupal:drupal:7.11 """

akLk kKL kKK,

cpe:2.3:a:drupal:drupal:7.24: "

akLk kLKL kKK,

cpe:2.3:a:drupal:drupal:7.25:*:* "

akLk kKK KLk,

cpe:2.3:a:drupal:drupal:7.26:*:* "

akLk kKKK Lk,

cpe:2.3:a:drupal:drupal:7.27:*:*:



cpe:2.3:a:drupal:drupal:7.29:*:*:****::
cpe:2.3:a:drupal:drupal:7.3:*:*:*:*:*:**:

cpe:2.3:a:drupal:drupal:7.30:*:*: " "
cpe:2.3:a:drupal:drupal:7.33:* " "
cpe:2.3:a:drupal:drupal:7.34 "

cpe:2.3:a:drupal:drupal:7.35:"* " "

cpe:2.3:a:drupal:drupal:7.37:*:* """
cpe:2.3:a:drupal:drupal:7.38:*:*:***:*:*:
cpe:2.3:a:drupal:drupal:7.4:*:* >
cpe:2.3:a:drupal:drupal:7.5:: " **:
cpe:2.3:a:drupal:drupal:7.6:*:*: " ":*:*:
cpe:2.3:a:drupal:drupal:7.7: > >
cpe:2.3:a:drupal:drupal:7.8:*:*:*:*:*:*:*:

cpe:2.3:a:drupal:drupal:7.9: "

No vendor comments have been submitted for this CVE
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