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CVE CVE-2015-6748

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-09-25 17:29:00 UTC

Updated 2020-01-27 00:15:00 UTC

Description Cross-site scripting (XSS) vulnerability in jsoup before 1.8.3.

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Jsoup Jsoup All All All All
Application Jsoup Jsoup All All All All

Link

lists.debian
issues.jbos
www.secur
hibernate.a
bugzilla.rec
WWW.openy
github.com
WWW.CVE.Ol

nvd.nist.go'

Reference Source
[SECURITY] [DLA 2075-1] jsoup security update MLIST
[WFLY-5223] Upgrade JSoup version to 1.8.3 - Red Hat Issue Tracker CONFIRM
Malformed Request BID
[HV-1012] XSS vulnerability not caught by SafeHtml - Hibernate JIRA CONFIRM
1258310 — (CVE-2015-6748) CVE-2015-6748 jsoup: XSS vulnerability related to incomplete tags at EOF CONFIRM
oss-security - Re: CVE request: XSS vulnerability in jsoup related to incomplete tags at EOF MLIST
Keep tag that have not been closed by > before reaching EOF. by fazerish - Pull Request #582 - jhy/jsoup - GitHub  CONFIRM
CVE Program record CVE.ORG
NVD vulnerability detail NVD

a

No vendor comments have been submitted for this CVE.
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https://cve.report/CVE-2015-6748/nist
https://cve.report/CVE-2015-6748/cve_org
https://cve.report/CVE-2015-6748.pdf
http://cve.report/vendor/jsoup
http://cve.report/software/jsoup/jsoup
http://cve.report/vendor/jsoup
http://cve.report/software/jsoup/jsoup
https://lists.debian.org/debian-lts-announce/2020/01/msg00021.html
https://issues.jboss.org/browse/WFLY-5223?_sscc=t
http://www.securityfocus.com/bid/76504
https://hibernate.atlassian.net/browse/HV-1012
https://bugzilla.redhat.com/show_bug.cgi?id=1258310
http://www.openwall.com/lists/oss-security/2015/08/28/5
https://github.com/jhy/jsoup/pull/582
https://www.cve.org/CVERecord?id=CVE-2015-6748
https://nvd.nist.gov/vuln/detail/CVE-2015-6748

There are currently no legacy QID mappings associated with this CVE.
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