
CVE-2015-6755
MITRE  NVD  CVE.ORG  JSON API  Print: PDF 

Summary

CVE CVE-2015-6755

State PUBLIC

Assigner security@google.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2015-10-15 10:59:00 UTC

Updated 2023-11-07 02:27:00 UTC

Description The ContainerNode::parserInsertBefore function in core/dom/ContainerNode.cpp in Blink, as used in Google Chrome before 46.0.2490.71, proceeds with a DOM tree insertion in certain cases where a parent node no longer contains a child node, which allows remote attackers to bypass the Same Origin Policy via crafted JavaScript code.

Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Google Chrome All All All All

References

Reference

Chromium: Multiple vulnerabilities (GLSA 201603-09) — Gentoo security

USN-2770-2: Oxide vulnerabilities | Ubuntu

Google Chrome Multiple Bugs Let Remote Users Execute Arbitrary Code, Bypass Security Restrictions, and Obtain Potentially Sensitive Information - SecurityTracker

Issue 519558 - chromium - Security: Universal XSS via ContainerNode::parserInsertBefore - Monorail

Google Chrome 46.0.2490.71 Multiple Security Vulnerabilities

Red Hat Customer Portal

[blink] Revision 200690

Chrome Releases: Stable Channel Update

USN-2770-1: Oxide vulnerabilities | Ubuntu

Debian -- Security Information -- DSA-3376-1 chromium-browser
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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