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Summary

CVE CVE-2015-6761

State PUBLISHED

Assigner Chrome

Source Priority CVE Program / NVD first with legacy fallback

Published 2015-10-15 10:59:06 UTC

Updated 2026-05-06 22:30:45 UTC

Description The update_dimensions function in libavcodec/vp8.c in FFmpeg through 2.8.1, as used in Google Chrome before 46.0.2490.71 and other products, relies on a coefficient-partition count during multi-threaded operation, which allows remote attackers to cause a denial of service (race condition and memory corruption) or possibly have unspecified other impact via a crafted WebM file.

Risk And Classification

Primary CVSS: v2.0 6.8 from nvd@nist.gov

AV:N/AC:M/Au:N/C:P/I:P/A:P

Problem Types: CWE-362 | n/a

CVSS v2.0 Breakdown

AV:N/AC:M/Au:N/C:P/I:P/A:P

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Ffmpeg Ffmpeg All All All All

Application Google Chrome All All All All

Access Vector

Network

Access Complexity

Medium

Authentication

None

Confidentiality

Partial

Integrity

Partial

Availability

Partial

https://cve.report/
https://cve.report/CVE-2015-6761/mitre
https://cve.report/CVE-2015-6761/nist
https://cve.report/CVE-2015-6761/cve_org
https://cve.report/api/cve/CVE-2015-6761.json
https://cve.report/CVE-2015-6761.pdf
http://cve.report/vendor/ffmpeg
http://cve.report/software/ffmpeg/ffmpeg


Application Google Chrome All All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Na N/a affected n/a Not specified

References

Reference

USN-2770-2: Oxide vulnerabilities | Ubuntu

Debian -- Security Information -- DSA-3376-1 chromium-browser

USN-2770-1: Oxide vulnerabilities | Ubuntu

FFmpeg CVE-2015-6761 Unspecified Memory Corruption Vulnerability

Red Hat Customer Portal

Chrome Releases: Stable Channel Update

git.videolan.org Git - ffmpeg.git/commit

Google Chrome Multiple Bugs Let Remote Users Execute Arbitrary Code, Bypass Security Restrictions, and Obtain Potentially Sensitive Information - SecurityTracker

[SECURITY] [DLA 1611-1] libav security update

Issue 532967 - chromium - UNKNOWN in vp8_read_mv_component - Monorail

Issue 447860 - chromium - global-buffer-overflow at vp56_rac_get_prob_branchy - Monorail

Chromium: Multiple vulnerabilities (GLSA 201603-09) — Gentoo security

Issue 1376913003: Roll ffmpeg DEPS for security fix. - Code Review

git.videolan.org Git - ffmpeg.git/commit

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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