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Summary

CVE CVE-2015-6763

State PUBLIC

Assigner security@google.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2015-10-15 10:59:00 UTC

Updated 2023-11-07 02:27:00 UTC

Description Multiple unspecified vulnerabilities in Google Chrome before 46.0.2490.71 allow attackers to cause a denial of service or possibly have other impact via unknown vectors.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Google Chrome All All All All

References

Reference

Google Chrome - open-vcdiff Out-of-Bounds Read in Browser Process Integer Overflow - Linux_x86 dos Exploit

542517 - chromium - An open-source project to help move the web forward. - Monorail

529310 - chromium - An open-source project to help move the web forward. - Monorail

525763 - chromium - An open-source project to help move the web forward. - Monorail

512053 - chromium - An open-source project to help move the web forward. - Monorail

Chromium: Multiple vulnerabilities (GLSA 201603-09) — Gentoo security

528799 - chromium - An open-source project to help move the web forward. - Monorail

USN-2770-2: Oxide vulnerabilities | Ubuntu

Google Chrome Multiple Bugs Let Remote Users Execute Arbitrary Code, Bypass Security Restrictions, and Obtain Potentially Sensitive Information - SecurityTracker

528798 - chromium - An open-source project to help move the web forward. - Monorail

Google Chrome 46.0.2490.71 Multiple Security Vulnerabilities

Issue 522131 - chromium - UNKNOWN in _CMapLookupCallback - Monorail

529530 - chromium - An open-source project to help move the web forward. - Monorail
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Issue 529520 - chromium - Heap-use-after-free in content::EmbeddedWorkerInstance::ReleaseProcess - Monorail

Red Hat Customer Portal

516690 - chromium - An open-source project to help move the web forward. - Monorail

Google Chrome Integer Overflow ≈ Packet Storm

527423 - chromium - An open-source project to help move the web forward. - Monorail

Chrome Releases: Stable Channel Update

USN-2770-1: Oxide vulnerabilities | Ubuntu

522128 - chromium - An open-source project to help move the web forward. - Monorail

Debian -- Security Information -- DSA-3376-1 chromium-browser

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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